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Abstract

Money laundering is not an isolated case, present in a single state or a series of states, but a worldwide
phenomenon. Banking represents a useful field for different types of offenses related to money
laundering. The utilization of corresponding accounts for the purposes of money laundering has also
been perceived as a serious problem. The exploitation of the electronic money transfer for money
laundering appears to be the most convenient and frequent method of concealing illegally acquired
assets, and this method is today one of the most common and suitable methods of the capital transfer
worldwide. Money laundering represents important organized crime activity, that is, its” typical and
characteristic behavior. Traditional financial instruments are increasingly repressed by the use of the
new technological systems and replaced by new electronic payment systems. However, the utilization
of the new electronic payment systems introduces a variety of risks associated to numerous
opportunities of abuse due to money laundering. In order to prevent money laundering and the
wrongful consequences it causes in different spheres of society, competent authorities engage in a
number of preventive processes and actions, applying specific methods and measures developed for
combating this phenomenon.

Key words: money laundering, methods of money laundering, corresponding banking , organized
crime, Internet banking, financial instruments, criminal activity

INTRODUCTION

Money laundering represents a global phenomenon that does not appear
isolated from other negative social trends and therefore indicates an overall state of
crime in a society. This is a complex phenomenon distinguished from other types of
crime due to numerous particularities.

The field of banking encompasses a wide spectrum of activities, thus
providing large possibilities in that domain to carry out various abuses related to
money laundering. There are over hundred “tax heavens” worldwide, where a variety
of benefits are offered, ranging from the minimum bank establishment deposit,
symbolic payments for account maintenance, minimal taxes regardless of the profit, to
the establishment of anonymous accounts or even fictitious names of the account
holders. These “tax heavens” are in fact paradises for organized crime groups, drug



traffickers and money laundering criminals, as the money often does not even arrive,
but is only electronically transferred and, ‘laundered’ continues its path towards other
banks worldwide, where it serves to strengthen, increase and diversify types of
criminal activity, destabilizing security, democracy and other civilization
achievements in national and transnational sense. Transactions through corresponding
accounts have been identified as one of the most severe and evident problems
associated to money laundering. This transaction method annuls the banking
transactions principle “know the customer”. Moreover, it appears excessive to
mention that today electronic money transfer represents one of the most common and
optimal methods of funds transfer. In fact, the use of electronic money transfer for the
purposes of money laundering is the most frequent way of concealing illegally
acquired assets.

The fact is that organized crime makes unlimited illegal profits through a
variety of criminal activities. The logical consequences of such activities imply
organized crime groups’ endeavor to legalize this profit by including it into regular
economic flows. This act does not solely cover the true nature of money or its origins,
but also conceals the committed criminal act that it was derived from.

Transnational organized crime definitely *simulates’ the behaviors of the large
transnational companies, whose final business goal involves achievement of the
greatest possible profit regardless of the means. Therefore, the notion that the strategy
for combating organized crime might be unsuccessful appears reasonable, unless
comprehensive efforts to prevent the injection of “‘dirty money’ into legal financial
flows are undertaken.

New technological systems increasingly repress traditional financial payment
instruments. Electronic payment systems are user-friendly and widely applicable;
provide anonymity, international transfer, safety, quicker transaction services,
discretion and unlimited amount of transactions. Nevertheless, these payment systems
create and carry certain risks related to the possibility of various types of abuse for the
purpose of money laundering. New technological payment systems involve provision
of banking services through the Internet, electronic cash, money deposit cards, on-line
gambling, WAP technology and cards for electronic insurance transfer. The
aforementioned forms represent very useful tools for money laundering and serve as
facade for concealing the operations of money laundering.

Within the framework of money laundering suppression, as eradication can
not be discussed, but only its reduction to an acceptable level for a society, individual
states and relevant international factors undertake standardized methods and measures
to interpose organized crime groups inventiveness and contemporary tendencies in
money laundering methods. Some of the key measures involve: identification of the
users and final account holders, control of the entry and exit from the country
regarding money and other financial instruments, as well as temporary seizure and
confiscation of the profit resulting from criminal activity. Additionally, a very
important component of the implementation of measures for money laundering
suppression refers to the development and improvement of the control system that
indicates whether financial and other institutions implement oversight measures and
internal control regarding prevention of money laundering.



Evidently, the process of clarification and proving of the criminal act of
money laundering is a significant, or precisely, the crucial phase in money laundering
suppression. Since the outcome of the criminal proceedings essentially depends on
this phase, it is of great importance to promptly gather all relevant facts and
information, that is, determine and prove all the important elements of the committed
criminal act. Considering the specificity of this criminal act, the implementation of
specialized methods and tools for its detection is necessary, primarily due to its
complexity and difficulties in proving. In line with this, certain specialized methods
and means are used in criminal processing, such as: audio and visual surveillance,
controlled delivery, witness protection programs, etc.

Money laundering is a criminal act of such character that its suppression
requires a series of synchronized measures and activities, from clue for setting version
of a committed criminal act to adequate sanctioning, coupled with continuous
international cooperation that is inevitable due to its circulation through international
financial flows.

1. MONEY LOUNDERING METHODS

One of the leading international organizations for the prevention and fight
against money laundering is a working group for the establishment of financial and
regulatory measures against money laundering (Financial Action Task Force on
Money Laundering, FATF). This organization cooperates closely with the World
Bank and International Monetary Fund, and from June 2000 develops a list of
countries and territories that do not cooperate in the fight against money laundering
(Non-Cooperative Countries and Territories, NCCT). Twenty-five criteria that a
country should satisfy to not appear on the list were developed. For instance, in June
2000, the list included 15 states, with a number varying each year.! If a country is not
on the NCCT list, it does not automatically mean that it has no money laundering, but
that it is difficult to officially obtain relevant data from its economic, banking and
judicial systems.

! There are around hundred “tax heavens’ worldwide, where you will not be required to pay large taxes
even though you are earning millions of dollars. In many banks, for the opening of an account an
individual is not asked about a true name, a company can be founded with only a mailbox address,
without the name of a director, owner or income. In a Caribbean state Belize, with only $ 500 an
anonymous account can open, while an additional $ 500 provides a fictitious name to an account
holder. On the Cayman Islands, which have about 40,000 inhabitants, there are 34,000 registered
companies, 590 banks and 500 billion dollars on accounts. The island state Nauru in the Pacific, with
barely 11,000 inhabitants, has become a tax heaven for international drug dealers and money
laundering criminals. As a destination for money laundering derived from drug sales, Nauru is mostly
used by the members of the Russian mafia. Based on the available data by the Central Bank of Russia,
in recent years through the banks at Nauru (approximately 400), around 80 billion dollars have casted.
Founding of a bank there costs 5680 dollars and annual dues additional 4980 dollars, which is
negligible compared to the profit. Additionally, clients rarely come in person to the island, where only
twice per week a plane lands from Fiji. Even the money does not come on Nauru, but only the
electronic transfer, and subsequently ‘laundered’ continues towards other banks worldwide. (Source:
Financial Action Task Force on Money Laundering- FATF, http//:www.faft-gafi.org.)



Money laundering is not an isolated case characteristic for a country or a
number of countries, but happens worldwide and it is unlikely to disappear, so it is
realistic to speak about its reduction to a level tentatively tolerated by a society. In
fact, criminal groups will always try to ‘clean’ illegally acquired "black” resources
and bring them into the legal economy. Thus, the phenomenon of money laundering
does not appear separately from other harmful social phenomena and corresponds to
the general level of crime in a society, but it has certain characteristics that distinguish
it from other types of crime.

Money is commonly laundered through the banking system operations, due to
suitability of this domain for various forms of abuse related to money laundering. In
particular, banking involves a wide range of operations regulated by the system of
legal acts at national and supranational level. These operations include: deposit,
credit, foreign-currency and exchange operations, issuing, storing, buying and selling
of securities, payment operations in the country (taking into account natural and legal
persons, making invoice payments, receiving payments, issuing and paying with
credit cards and other payment instruments), foreign payment transactions and others.
Taking into account a wide range of banking operations, it is a fully justified
perception that the first defense system of the financial system from money
laundering, is in fact well developed and regulated within the banking operations
field.

The money laundering methods vary in national and international framework,
the most significant being:

e Money laundering methods in banking (the use of corresponding accounts,
electronic transfer, abuse of private services, etc.);

o Off-shore banking, described above, that involves more liberal relationship
and control;

e Money laundering methods in various fields of economy (abuse of securities,
transmitter money, use of a gold market, abuse of gaming houses and
gambling, international trade abuse, etc.);

o Contemporary tendencies in money laundering (abuse of money deposit cards,
use of Internet banking, abuse of electronic cash, etc.).?

The utilization of the corresponding accounts for money laundering has also been
identified as a serious problem. Corresponding banking actually involves the
provision of banking services by one bank to another one, which implies the existence
of corresponding accounts of one financial institution that holds it at the other
financial institutions, of course, for its own account and its own name. In this kind of
relationship, the banks are able to conduct international transactions for both
themselves and their clients in countries where they do not have offices, setting up
multiple corresponding relationships.

In the field of corresponding relations, it has been perceived that in certain
segments such as neutral banking transactions based on the provision (non-cash
transfers, payment of checks), there is a lower degree of control than when the

% Boskovic, G. (2003). Types of money laundering and suppression methods. MA Thesis, Police
Academy, Belgrade, p. 31.



corresponding banks grant or extend credits. Business through corresponding
accounts has been identified as a serious problem in relation to money laundering,
primarily since such method annuls the principle of "know your customer”.

Therefore, the following elements have been defined by the Expert Group for
financial activities, as an integral part of measures for combating corresponding
banking for the purpose of money laundering:

- Establishment of strict procedures “know your customer” in order to be fully
acquainted with legitimate activities of each respondent. Some of the factors to be
examined in these procedures are: information about the management of the
respondents’ bank; the nature of banking license and major business activities;
information about the location of the respondent, in particular, true physical presence
in a jurisdiction in which a license to operate was issued; the scope and nature of the
transactions that are supposed to go through the corresponding account; the
identification of all the third parties who have the access to the corresponding account
(who use it as a transit account); from the responding banks it should be requested to
provide and regularly update the list of institutions that are offered corresponding
incentives, rigid banking supervision in the respondents’ home state, the quality of the
respondents’ efforts to prevent and detect money laundering.

- Performance of detailed control over corresponding relations, or in case this is not
possible, closure of the accounts of the corresponding banks’ that have weak or none
client identification and procedure “know the customer” or those over which there is
no effective supervision.

- Refusal to establish a corresponding banking relation with a respondent in
jurisdiction, or to continue the relation in the jurisdiction in which he is not physically
present (shell bank), which is not included into a regular financial group or which has
been founded in non-cooperative jurisdiction and has no authorization to conduct
transactions with the citizens of that jurisdiction. The banks should also be protected
from the establishment of relations with foreign respondent banks that allow the
utilization of their accounts by the “shell banks”.

- Training of employees who work with corresponding accounts to recognize high risk
circumstances or irregular activities, regardless of the single transaction or a trend and
to report suspicious or atypical transactions when they consider necessary.

- Conduct sporadic control of all the relations of the corresponding accounts with
foreign banks in order to identify higher risk respondents and close the accounts with
problematic banks.

- Report to supervising bodies and units of financial inquiry all the problems they
have been facing in working with foreign responding banks and in particular when
such relations cause the end of cooperation with that respondent.®

3 ,» Report on Money Laundering Typologies for 2000-2001“, Financial Action Task Force (FATF-
XII), Paris, 1.02.2001. & ,, Report on Money Laundering Typologies for 2001-2002“, Financial Action
Task Force (FATF-XIII), Paris,1.02.2002.
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The utilization of electronic money transfer for the purpose of money
laundering is the most receptive widespread method to conceal illegally acquired
resources, whereas electronic funds transfer today represents common and the most
convenient way to transfer capital worldwide. In global economy, electronic funds
transfer represents an integral part of trade. In order to perform this transfer of funds,
payment orders that clients send to their banks contain only the essential information.
In case there are several mediating banks, the possibility to identify the sender and the
recipient decreases, while abuse opportunities for the purpose of money laundering
increase in these systems.

According to the Group for financial actions, the most common methods of
electronic systems’ abuse for money laundering are:

- the use of illegal funds transfer through different banks in order to conceal the origin
of the resources; and

- transfer of funds from a large number of accounts, where money deposits have been
invested by structuring the main account that is often based in an offshore financial
centre. It is acknowledged that money launderers open accounts in numerous banks
worldwide, by using the “facade” companies, different mediators and agents as well
as spiral corporations. This implies that the fundamental nature of opening these
accounts is solely to create an illusion of financial operations as features of a certain
business activity and mask the true sender and recipient of the funds.

Abuse of private banking services is also one of the highlighted methods of
money laundering. In case the basic principles of clients control are not respected
within the working framework of the private banking institutions, money laundering
and other financial abuses are facilitated. As proposed, this type of services offers
individuals and legal entities with immense property, who use the benefits of this type
of banking, greater discretion and insufficient legality control of their funds.

Therefore, criminals, as well as politically exposed individuals, * skillfully use
and abuse private banking services, since they provide ideal prerequisites for money
laundering and other financial operations used to conceal and launder illegally
acquired funds, and often unconsciously assist the investment and legalization of
illegally acquired profits.

In regards to the off shore financial centers and money laundering, it is
emphasized that the term “offshore centers” refers to the states in which banking,
corporative and other financial operations are subjected to the strict banks’ regime of

4 According to the Basel Committee for banking supervision, politically exposed individuals are those
who take part or have taken part in important public functions, including state and government
representatives, higher politicians, higher government officials, judicial and law enforcement officials,
higher representatives of public companies and important political parties’ officials (these individuals
often obtain illegal profit through bribery, abuse of functions and other criminal acts).
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discretion and minimal supervision by the authorities. Open access to the global
market, foreign investment benefits, discretion, and establishment of the fagade
companies, privacy and respect of banking secrets represent only few of the
advantages of this type of provision of services. Individuals engaged in money
laundering use the expertise of certain professionals, such as those who establish and
take care of the financial activities of various legal entities. In this way, such
corporate structures are being developed and established, that it is particularly
difficult to identify the true owners.

2. ORGANIZED CRIME AND MONEY LAUNDERING

The basic aim of various criminal activities is exclusively the achievement of a
large illegal material profit. Organized crime attempts to legalize such profit, acquired
through illegal activities, by introducing it into the normal economic flows. The
effects of this are twofold: it conceals the true nature or the origin of that money, and
concurrently conceals the existence of criminal acts from which the money resulted.
That is, the use of banking, economic and other transactions based on well-established
schemes, hinders detection of “black” money so it can be safely used as a legal trade
tool, casually utilized by the organized crime to increase such profits.

Overall, money laundering is an important activity of organized crime, as
proposed, its typical and common behavior. Corruption, as criminal behavior of
certain individuals in banks or other institutions who ‘launder’ money for a share of
profit, is closely related to this phenomenon.

Transnational organized crime simulates the behavior of large transnational
companies and increasingly develops so-called strategic cooperation, which
strengthens its ability to bypass legislation and criminal responsibility. This also
decreases mutual antagonism and minimizes the risk of being caught in illegal
actions, which finally influences the achievement of different profits on the markets in
which the *operations” took place. Based on the same rationale used in legal
economy, organized crime also promotes entrepreneurship, while both sectors’ final
aim involves the achievement of the greatest possible profit. Supporting that the
constant flow of new resources from criminal activities and dispersal into new areas
of action should not be neglected, the UN officials for combating drug trafficking and
organized crime, emphasize that a large portion of global economy, even the 1/5 as
some propose, belongs to organized crime activities, mainly weapons, drugs and
human trafficking.

In this context, the British Guardian columnist reported that “all the leading
world banks who have desperately needed cash reached out towards the mafia money,
including a significant portion of the incredible 352 billion dollars of drug trafficking
profit placed into the global economy. In this way, the black money has been
laundered and the global financial system survived the recent crisis due to the
organized crime money”. The author of this column quotes Balzac’s idea that “behind
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each great fortune, there is a great crime” and concludes that governments worldwide

“must find political will to deal with grand crime and not only the minor ones™.

The strategy to fight organized crime is not expected to succeed unless the
input of dirty money into legal economy is prevented. Particularly, since organized
crime bases its power on money resulting from criminal acts, this money subsequently
reinforces corruption and enters legal economy, and laundering such ‘black’ money
covers the nature, origins and existence of illegally acquired funds, concealing the
criminal act it has resulted from. Moreover, it provides smooth utilization of the
acquired funds and allows expansion of criminal activities with numerous
implications for a society as a whole.

3. CONTEMPORARY TENDENCIES IN MONEY LAUNDERING

Traditional financial instruments are being increasingly repressed by the use of
new technology and replaced by the new electronic payment systems. New payment
systems are widely applied, user-friendly and provide anonymity, international
transfer, discretion and safety, quick transaction services, dematerialization, and most
importantly, unlimited transaction size. Nevertheless, the use of new electronic
payment systems introduces certain risks due to various opportunities of abuse for the
purpose of money laundering.

New technological payment systems involve internet banking services, e-cash,
money deposit cards, internet gambling, WAP technology, and electronic insurance
transfer cards. The Expert Group for financial actions recognizes the following risks
of the inability to identify or confirm the identity of individuals who use new
technology, such as: transparency level of transactions, lack or inadequacy of control
of the records keeping or reporting suspicious transactions by the technology
provider, coding on a highly-sophisticated level, which blocks and hinders the access
of judicial bodies.

Money deposit cards (smart cards) represent electronic cash form,
conceptualized and developed as an alternative to the traditional financial instruments.
These cards are similar to credit cards, but contain money in the electronic form,
which has been previously transferred from the user’s account on a micro chip that
holds the value on the card and can be used as regular money in case the value is
debited by the financial institution. In case the card is lost, the cardholder bears the
loss, in contrast with the financial institution.

There are numerous smart cards systems that vary according to their
functional characteristics. Some systems are designed to provide transaction secrecy,
while others may be utilized for data storage that allows control of cash flow. In the
majority of states, smart card providers have established maximum value that can be
placed on a smart card (i.e. in the UK, the majority of providers established maximum

® http: // www.seebiz.eu/sr/analize/guardian-pranjem-novca-protiv-krize,91100-
html.,12.03.2011.
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value ranging from 150-820 US dollars).’ There are certain factors that may increase
the risk of smart card abuse for the purpose of money laundering, which makes these
cards very valuable tool for this type of criminal activity, such as: removal or growth
of the up-limit, direct money transfer from one card to another without a mediating
financial institution (which unable control of the money flow), the utilization of cards
outside from the issuer state, etc.

Transaction opportunities of internet banking services include a wide range of
services, such as: electronic money transfer, direct payment, taking deposits, issuing
checks, buying securities, opening and closing accounts, etc. Provision of these
services implies the holders’ internet access to perform certain transactions.

The confirmation of the identity of individuals who have the account access,
or the possibility to identify clients, as well as regulatory and investigative jurisdiction
represent potential risks of internet banking abuse for the purpose of money
laundering. That is, the bank can only assume that an account has been accessed by
the original holder, routinely confirm the time of the transaction, the amount, or even
the user with a name and the account number that has been used for the specific
transaction. This implies that an individual can concurrently control a large number of
accounts by conducting transactions from any place in the world, without drawing
attention from the institution or several financial institutions who maintain these
accounts. In regards to the aforementioned regulatory jurisdiction as a potential risk of
internet banking abuse, it is referred to the procedure of issuing license and
supervising financial services provided through the internet.

The Expert Group for financial actions proposed a series of measures to suppress
internet banking abuses for the purpose of money laundering:

o implementation of current requests of clients’ identification in order to avoid
opening ‘anonymous’ accounts;

o development of new procedures that should facilitate financial institutions’
ability to meet their clients during their business relations;

e cooperation among jurisdictions on the basis of unified standards;

o development of the new information technology capacity that would enable
detection of suspicious on-line transactions and confirmation of clients’
identity;

o restriction of the number and type of on-line services or the value of such
transactions;

 restriction of the on-line transactions to traditionally established accounts, i.e.
based on a direct personal contact between clients and financial institution;

o impediment of non-licensed financial institutions in certain jurisdiction to
provide their on-line services in that jurisdiction;

o finally, supervision can be performed by both jurisdictions in which the
internet bank was established as well as those jurisdictions where the internet
bank has clients or expert groups. Additionally, it has been emphasized that in
regards to judicial and investigative bodies, there is a need for further expertise

® Report on Money Laundering Typologies for 1997-1998, Financial Action Task Force (FATF), Paris,
12.02.1998
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training in detection and investigation of money laundering potentials in the
Internet environment.”

Another useful tool for money laundering refers to internet gambling, particularly
through the use of facade to cover money laundering operations. Internet
communication is performed through a series of global network servers, however,
their control is complicated, as the majority of internet users have temporary IP
addresses and it is possible to hide it or use others’ IP address. The utilization of
credit cards allows for transactions that pay virtual casino services. The fact that the
majority of the locations of internet gambling websites are in off-shore financial
centers impedes the investigation, since relevant data regarding transactions located
on the server in an off-shore financial centre and other complicating factors associated
with this type of abuse complicate supervision and control.

In regards to the problem of internet gambling that provides facade for money
laundering, potential solution should be the establishment of the effective system of
measures that involves control of the license issuing for this type of business and the
required transparency of the transaction records. Regarding the control of the
communications on the internet, the Expert Group for financial actions proposed the
following measures in their 2000 Report:

e request from the internet service providers to keep reliable users’ records
including relevant identification data;

e request from the internet service providers to keep “entry” files including
traffic data that connect the internet protocol number with the user and the
phone number utilized to establish connection;

e demand this information to be kept for a specific period of time (6 months to
one year)

e ensure that this information is timely available on international level in case of
an investigation.

Money laundering is almost never a problem of a single state, but rather a
multinational problem due to the utilized methodology. Information exchange, state-
to-state cooperation, development of the state’s “black lists’ of money launderers,
criminals, organized crime group members, terrorist group members, as well as
information exchange with other states and relevant organizations, represents an
initial step in the long-term and difficult fight against money laundering.?

4. METHODS AND MEASURES AGAINST MONEY LAUNDERING:
REVIEW OF THE CRIMINALISTIC ASPECTS

Due to the expansion of money laundering and the variety of its implications
in different social spheres, states have perceived the real dangers and the necessity of
taking adequate measures for its suppression.

" Report on Money Laundering Typologies for 1999-2000“. Financial Action Task Force (FATF-XI),
Paris, 3.02.2000.

& Milenovic, M. (2004). Money laundering, Pulse Magazine on corruption, July-August, Centre for
Management, Belgrade, p. 1-6.
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Methods and measures for preventing criminal act of money laundering
involve numerous actions and procedures in the domain of prevention, conducted by
the competent authorities to suppress money laundering and its consequences for the
society. They present a portion of measures taken in the field of prevention of crime,
which implies the utilization of all measures and instruments for mobilization of
individuals, social groups, organizations and institutions, focused on the suppression
of the phenomena that are against law and negatively influence individuals, social
groups or the society as a whole.’

Reports on suspicious or unusual transactions are integrated into the legal
framework of the system for suppression of money laundering, and represent the basis
of this system for the identification of money laundering activities in diverse areas of
economy. Suspicious or unusual transactions that are not reported by the legally
stipulated institutions, cause inability to identify money laundering cases, whether this
is due to their involvement into the money laundering operations, insufficient
knowledge and expertise to detect money laundering indicators in certain fields,
which reinforces this activity in a number of areas of economy. Therefore, this
measure is of crucial importance and represents primary mechanism that allows for
temporary suspension of transactions in the cases where there is a suspicion of money
laundering and should be treated as a very important tool for combating money
laundering.

Within the measures for combating money laundering, each state prescribes
the duty to identify the client and the specific cases to do so. It is considered that the
identification of users and final account holders represents the crucial element of the
money laundering suppression system. Determination of the clients’ identity not only
provides conditions to develop a system against money laundering, but also provides
the possibility to re-construct individual transactions and create prerequisites for
information gathering on all potential executors of these acts.

The control over bringing or taking out of the country, money or other
financial instruments, also represents one of the significant mechanisms against
money laundering. Effective and continuous control system is ensured by tracking
money flow, analyzing the direction and trends of such flow and its illegal nature, and
developing on these basis specific measures and actions in order to detect and
elucidate specific criminal activity.

Among money laundering suppression measures, one of the most important refers
to temporary seizure and confiscation of profit resulting from criminal activities. The
main and basic reinforcement to engage in criminal activity is the attainment of
financial profit. Removal of such reinforcement or motivation, through the
establishment of a legal framework that allows temporary seizure and confiscation of
profit resulting from criminal activity, with constant implementation of prescribed
measures, represent contemporary and effective concepts of suppressing criminal
activities. In line with this, the Expert Group for financial actions in its report “Forty
recommendations of the Group for financial actions” in the recommendation 7,
indicates that measures regulating the issue of temporary seizure and confiscation of
illegal profit should provide the authorities with:

? Krivokapic, V. (2002). Crime prevention. Police Academy, Belgrade, p. 32
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« identification, tracking and evaluating property that is object of confiscation;

« implementation of measures such as freezing and confiscation for the purpose
of preventing any action, transfer or removal of illegally acquired property;

« implementation of the appropriate investigative actions.

The global nature of the money laundering phenomenon makes the geographical
borders irrelevant. Money launderers tend to shift their activities in jurisdictions with
few or ineffective measures against money laundering.'® Taking this into account, the
majority of states today establishes the abovementioned legal framework, considering
it a prerequisite for the measures against criminal activities and money laundering.

One of the most important features of the implementation of the money laundering
suppression measures is the establishment and upgrading of the control system, to
determine whether financial and other institutions implement supervision and internal
control in the field of money laundering prevention. The aforementioned document
“Forty recommendations of the Group for financial actions”, in the recommendation
19, determines the minimum internal control measures, including:

o development of internal policies, procedures and control, including placement
of professional employees on the management level and adequate supervision
procedure that ensures high employment standards;

e continuous staff training;

« revision function for testing the system of measures against money laundering.

Inspection is a primary supervision method in the implementation of money
laundering prevention measures. Other forms of supervision are also possible as
measures of external control, such as commonly used central bank supervision or
independent supervisory bodies control in case it is provided by law. Usually,
supervising body within its jurisdiction may perform actions of prevention and
repression, depending on the gravity of the omission, whereas measures range from
verbal warning to passing of decree for prohibition of work or bringing misdemeanor
charges.

For the effective implementation and upgrading of these measures, one of the key
segments refers to education and specialization in the field of money laundering
legislation. These programs primarily involve training of staff in police and other
competent institutions that are engaged in these issues that would include money
laundering experts in this process. In regards to professional training in the field of
money laundering, it implies the utilization of different educational and specialization
programs that include current literature, journals, brochures, newsletters, periodic
reports, seminars, specialization courses, videos, interactive CD’s for staff training
containing multimedia information, etc. However, professional development must be
an enduring process and commitment.

Money laundering is a phenomenon resulting from the need of criminals and
criminal organizations to minimize or completely exclude risks of seizure of illegally
acquired funds, freedom loss or punishment for the committed criminal acts. This act

19 Claessens, R. (2006). Ethics, Corporate Values and Prevention of Money Laundering, The Serbian
Banks Association, Belgrade, p. .35.
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belongs to contemporary forms of crime and has unique characteristics of detection,
explanation and corroboration in the criminalist domain of money laundering
suppression.

Detection of criminal act of money laundering is associated with its particularities
that influence the awareness that this criminal act has been conducted. The following
facts refer to these particularities:

o “black” money management implies preceding criminal activity;

e in order to accomplish their goals, criminals use a variety of money laundering
methods integrated into more or less complicated schemes;

o the most of the schemes contain three common money laundering phases,
labeled as placement, deposit and integration;

« in the process of acquiring illegal profit to its legalization, two phases can be
distinguished. The first represents criminal activity used to acquire illegal
profit, while the second involves illegal justification of this profit.**

External factors may also indicate that money laundering or other criminal act has
been conducted. In some cases, these external factors detect and directly relate illegal
profit from criminal act with the executor of this act. The basic measure applied in
such situation involves financial analysis of the suspect, which may serve as a primary
source of knowledge regarding the committed criminal act of money laundering.
There are two ways to perform this analysis. The first is the net value analysis,
implemented in case the suspect owns significant attention-drawing property, while
the other involves source and consuming analysis, used in case the suspect has and
demonstrates certain striking consuming tendencies or habits.

Clarification and proving of the criminal act of money laundering is the crucial
phase in money laundering suppression, as all the essential elements of the criminal
act are established and confirmed. In this complex phase, all the relevant facts and
data are gathered, which will influence the successfulness of the criminal
investigation and subsequent outcome of criminal proceedings. The application of
specialized methods and tools has increased importance in the domain of explanation
and attestation of the criminal act of money laundering, as this act, due to its
previously mentioned specificity and objective difficulties in providing evidence,
demands implementation of certain specialized methods and tools in criminal
investigation. Thus, the following are applied in practice:

e audio and visual surveillance in clarification and proving the criminal act of
money laundering (implementation of supervision measures, recording phone
and other types of conversations, or communications by technical means);

o utilization of controlled delivery in money laundering suppression
(surveillance and recording of a certain criminal activity with a temporary lack
of repressive measures or actions by the police);

o utilization of witness protection in money laundering suppression (witness
protection programs involve a series of measures and the experience of
numerous states demonstrates good results, mainly related to instant temporary

! Boskovic, M. (2001). Current problems in money laundering suppression. Security, 5., vol. 43,
Belgrade, p. 565-586.
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protection until the conclusion of the criminal proceedings; change of
residence; change of identity; provision of resources for witness support;
employment assistance and other measures required for the creation of normal
conditions for the life of witnesses and their families).

Large financial profit realized by the legalization of illegally acquired funds,
except enormous wealth, influences the acquirement of significant power, which is a
big temptation for the stability of a national financial system as well as international
financial institutions. This deteriorates the states’ legal system and the effectiveness of
the security and protection mechanisms, opening the path for growing economic and
social consequences.*? In this regard, it is clear that this phenomenon has a high social
risks level and therefore, the society should adequately respond with continuous
enhancement of methods and measures for its suppression.

In line with this, education is necessary not only to ensure that competent
authorities effectively counter executors of the abovementioned criminal acts, but also
to increase knowledge of the bank employees, legal business representatives, all the
tax payers or citizens, in order to carry out their social role within the overall fight
against financial crime.” Indeed, the principal role of the Group for financial actions
is of great importance (FATF), regarding the establishment of global standards for
prevention of money laundering and funding of terrorism (AML/CFT), ensuring their
implementation in all jurisdictions. The implementation of these standards decreases
the risk of international financial system in the money laundering domain and
terrorism funding, and concurrently increases the transparency and effectiveness of
international cooperation. In line with this, during the 2008 and 2009, the FATF
issued a series of press releases expressing preoccupation due to significant lacks in
the AML/CFT regime across jurisdictions.

The importance of strategic action against money laundering and terrorism
funding has also been emphasized in the appeal of the leaders of the Group 20,
demanding that the FATF initiates the process of stimulating the assessment of states’
compliance with international AML/CFT standards, in order to publicly identify high
risks and uncooperative jurisdictions until February 2010. This appeal initiated the
adoption of the new ICRG procedures in June 2009.** At the same time, the leaders of
the Group 20, called the FATF to continue its efforts in combating money laundering
and terrorism funding and regularly update public jurisdiction lists with important
strategic lacks. So far, the FATF issued several public documents, inviting its
members and other jurisdictions to implement effective counter-measures for the
protection of their financial sectors from money laundering and terrorism funding. In
February 2011, the FATF issued a press release for the purpose of protecting
international financial system from the aforementioned risks and enhancing further

2 Maslesa, R. (2001). Theories and security systems, MA Thesis, Sarajevo, p.702.

¥ Sikman, M. & Jovanovic, V. (2010). The concept of money laundering as a manifested
function of organized crime. Security, Police, Citizens, MIA Republic Srpska — Department of
police education, Banja Luka, N. 1-2/10, p. 81-100.

% International Country Risk Guide (ICRG) is a widely accepted system for determining and predicting
risks. ICRG risk assessment are cited by the experts at the IMF, World Bank, the UN, and other
international institutions as a standard risk assessment. ICRG is considered the most reliable system,
due to the quality of the analysis and risk assessment systems, which has been empirically supported in
the research of the world’s most famous universities such as Harvard, Duke and New York University.
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compliance with the AML/CFT standards.® This organization also announced that it
will continue identifying additional jurisdictions that demonstrate the abovementioned
risks for the international financial system on permanent basis, through a profound
and purposeful review whose results are expected to be published in June 2011.

CONCLUSIONS

Money laundering represents a derivate form of crime. That is, this
phenomenon can not be discussed, without the previous existence of another criminal
act - primary criminal act, which created financial profit that has subsequently became
the object of money laundering. The consequences of money laundering are perceived
in all spheres of society. Negative feedback affects each state’s economic, political
and social structures, diminishing the trust into financial markets and economic
system, hindering economic growth and reputation.

The strategy of money laundering suppression is a complex process that
demands permanent education, due to the constant changes in money laundering
methods in relatively brief time intervals. Criminal groups use highly sophisticated
methods, assisted by financial experts’ knowledge, introducing the money acquired
from the criminal acts into legal economic flows and investing it in the domestic and
international business. In this regard, it is evident that banking represents the most
fertile and most vulnerable ground for a wide spectrum of abuses related to money
laundering. Introduction of illegally acquired profit into regular financial flows is
actually the ultimate goal of the banking system abuse. One of the prerequisites for
the accomplishment of such goal implies the infiltration of criminal groups’ associates
in financial institutions and subsequent control of the political and economic flows by
this money, which is achieved through corruption of public services, financial sector
and other social areas according to the needs of the originator. There are certain
banking segments that appear potentially susceptible and exposed to various abuses
related to money laundering. In that sense, particularly susceptible are: the use of
corresponding accounts, electronic money transfer, abuse of private banking services
and banking services through offshore financial centers for the purpose of money
laundering.

New technological systems have significantly repressed traditional financial
instruments and replaced them by new electronic payment systems. The advantages of
the new payment systems involve several attributes: user-friendly, quick transaction
services, wide application, discretion, safety, unlimited transaction size, international
transfer, etc. However, except these clear advantages, the use of new electronic
payment systems also implies certain risks that enable variety of abuses due to money
laundering. These may involve: abuse of money deposit cards for the purpose of
money laundering, internet banking services, internet gambling, etc.

Contemporary tendencies in money laundering require adequate response by
all relevant social actors in the field of suppression of this phenomenon. Methods and
measures developed for the suppression of this phenomenon must correspond to the

1> see also: http://www.fatf-gafi.org/document/11/0,3746..., FATF-Public Statement, Paris, 25.02.2011
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innovative ideas of organized crime groups who use new technological systems and
financial experts to conceal the origins of the *black’ money and introduce it into legal
economic flows. Therefore, as money laundering determination relates to numerous
specificities that complicate its clarification and proving, the application of
specialized methods and tools is necessary in criminal investigation of the
perpetrators, with continuous improvement, expertise and high levels of
professionalism. Finally, it is of major concern to update and develop international
cooperation and coordination in response to cross-border character of this complex
phenomenon.
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