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A new strategic weapon is being used nowadays by Palestinian terror organizations. This weapon is inside our
homes, can be seen anywhere around the globe and it is much more powerful than any bomb. This strategic weapon

can gain victory without firing a single bullet, and can recruit thousands of soldiers simply by spreading its goals

through virtual lanes. This new strategic weapon is the mass media. This research will examine the origins of media

use by terrorists and the techniques used to achieve public attention. We will focus on the media- terror relations by
answering how the media became such a good friend to terrorists, and what both sides gain from this relationship.
The last part of the research deals with the media strategy of terrorists and the advantages of operating in a
democratic environment.

On September 6™ 1970, members of a terror organization named “The Popular Front for the
Liberation of Palestine” (PFLP), hijacked four international passenger planes. Three of those
planes landed in an airfield near the Jordanian capital of Amman in front of the eyes of
television viewers all around the world. This was the opening point of an era of media
involvement in Palestinian terror organization activities. Since that day the media has
become a strategic weapon in the hands of terrorists and a meaningful factor in worldwide

public opinion.



The Terror Theater and the Origins of Media Use by Terrorists

It was Carlos Marighla, a Brazilian terrorist, who laid the foundations for media use in order
to achieve public recognition and political goals. He is known as the “father of modern
terrorism”, primarily owing to a book he wrote in the 1960 which became the manual for
terrorist organizations around the world. In his book, “Minimanual of the Urban Guerrilla”,
Marighla explains the importance of using psychological warfare against public minds in
order to create pressure on decision makers. According to his point of view, terrorists can
use the media to create proper propaganda which will assist them in the way of achieving

their goals:

“... The war of nerves, or the psychological war, is a fighting technique based on the direct or
indirect use of the mass media. ...These actions, carried out with specific and determined
objectives, inevitably become propaganda material for the mass communication system.
Bank assaults, ambushes, desertion and diverting of arms, the rescue of prisoners,
executions, kidnapping, sabotage, terrorism, and the war of nerves are all cases in point.
Airplanes diverted in flight, ships and trains assaulted and seized by guerrillas, can also be

solely for propaganda effects”.

Marighla points out the significance of the media as an instrument that improves the
efficiency of terrorist acts. He regards the mass media as a tool in the hands of terrorists

which can create a psychological effect:

“Modern mass media, simply by announcing what the revolutionaries are doing, are

important instruments of propaganda.”(ebd.)

In his book “The Theater of Terror” Gabriel Weimann highlights Marighela’s five basic

principles which can enhance the effectiveness of media use:
e Terrorist acts should be aimed at the audience, the general public.
e Victims should be chosen for their symbolic meaning.
e The media are eager to cover terrorist violence.

e The media can be activated, directed, and manipulated for propaganda effect.

1 Minimanual of the Urban Guerrilla / Carlos Marighela (June 1969). Marighella Internet
Archive (Marxists.org), 2002



e Governments are at a disadvantage because their only choice is between censorship

and letting terrorists make use of the media.?

Weimann, outlining his perspective on terror-media relations, sets the term “Theater of
Terror”, which provides an understanding to how terrorists turn their goals into practical
actions. The terrorist's modern use of the media, as written in Marighela’s manual, can be
illustrated by theatrical elements: the director — the mastermind behind the terror act the
producer — the one who handles the logistics, the actors — the ones who perform the act
itself, the audience — the chosen public or victims, and the stage — where the terror act takes
place. Following that theory makes it easier to understand how crucial the media’s part is in

the mind of a terrorist.

As it seems, Gorge Habash, the leader of the PFLP, was deeply affected by Marighla’s
words and made them into actual acts. Until that day in September 1970 the PFLP was
hardly known. At those times, television was just starting to evolve, and live reports, which
are very common nowadays, did not exist at all. Habash understood the importance of
television exposure and his terrorists gave personal interviews while standing on the
stairway leading to one of the planes, asking for the release of Palestinians prisoners from
Israeli and European prisons. On September 12" the terrorists blew up the three empty
planes in front of 60 reporters that came to the desert. Regarding the incident Habash said,

“When we hijack a plain it has more effect than killing a hundred Israelis in battle”.

The result of this terror act was the expulsion of all Palestinians organizations from Jordan
to Lebanon after a month of fighting with the Jordanian army. A few months later, Palestinian

activists established a new terror organization with the symbolic name of “Black September”.

Media - The Terrorist’s Best Friend

In 1972, a much more important terror act took place. During the Olympic Games in Munich
terrorists from the Black September organization killed two Israeli athletes and took nine
other hostages. After a very long negotiation and a failed rescue attempt by German Special

Forces, the hostages were massacred in an airfield near Munich. More than 800 million

2 The theatre of terror: mess media and international terrorism/ Gabriel Weimann, Conard
Winn. New-York, Longman, c1994.

3 Why Terrorism Works: Understanding the Threat, Responding to the Challenge / Alan M.
Dershowitz. Yale University Press, London, 2002.
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people worldwide witnessed the live nonstop media coverage of that horrific terror attack®. In
his book “Striking Back” Aaron J. Klein quotes the leader of the Black September
organization, Abu Aiad, who speaks about the three main goals that led him to choose the

Munich Olympic Games as a target:
e “To bring the existence of the Palestinian nation to the world”.
e “To get the release of 200 warriors held in Israeli prison”.

e “To use the unprecedented number of communications media in one town in order to

present the Palestinian struggle- for good or worse”.”

In his article, “Mass — Media Theater”, Gabriel Weimann brings another terrorist testimony
which clarifies the thought process behind the choice of the Olympic Games: “We
recognized that sport is the modern religion of the Western world. We knew that the people
in England and America would switch their television sets from any program about the plight
of the Palestinians if there was a sporting event on another channel. So we decided to use
their Olympics, the most sacred ceremony of this religion, to make the world pay attention to
us. We offered up human sacrifices to your gods of sport and television. And they answered

our prayers”.®

Terrorists can use media to achieve a large number of goals. As Dr. Boaz Ganor says in his
book “The Counter-Terrorism Puzzle”, “the media plays a crucial part in the terror strategy”.’
Dr. Ganor divides the terrorists designated audiences to three different sectors which receive
the terrorists’ message simultaneously. The first are the members of the terror organization
and its supporters; the terrorists send messages of power calling for more support and try to
recruit new members. The second are the ones who suffer from the terror act. Terror acts
intend to demoralize the public and create a sense of vulnerability accompanied by demands

that promise, if fulfilled, peace and security. The third is the international public opinion.

4 Accomplice or Witness? The Media’s Role in Terrorism / Brigitte L. Nacos. Current History-The
Journal Contemporary World Affairs, www.currenthistory.com, April 2000.

5 Striking Back: The 1972 Munich Olympics Massacre and Israel’s Deadly Response / Aaron J.
Kleine. Miscal, 2006, Tel-Aviv.

6 Mess-Media Theatre / Gabriel Weiman. Journal USA, US Department of State, International
Information Programs, usinfo.state.gov

7 The Counter-Terrorism Puzzle: a Guide for Decision-Makers / Boaz Ganor. The
Interdisciplinary Center, Herzlyia, ICT-The International Policy Institute for Counter-Terrorism,
2005.
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Using the media the terror organizations obtain world attention in its struggle and presents

itself to the world.

Ron Schleifer, the writer of the book “Psychological Warfare and its Role in the Arab-Israel
Conflict®, argues that on the beginning of the first “Intifada” the PLO and other terror
organizations adopted different techniques of using the media for their political goals, such
as working in cooperation with the media by inviting them to cover different events,
attributing importance to the right use of terms in order to achieve the required attention, and
producing propagandic profit from the two sided view given by the western media in order to

unbalance the scale by showing different voices inside Israel.

Dr. Bukay, in “Israel and the Post-Zionists: A Nation at Risk”, points out three important
achievements of media use by the Palestinian former leader Yasser Arafat during the
second “Intifada”. According to Bukay, Arafat's main achievement was setting the term “the
war at the gate” which succeeded in creating fear amongst the Israeli public, and as a result
put pressure on Israeli leaders to negotiate with the Palestinians. The second one is the
“insubordination syndrome” which caused, according to Bukay, “weakening in the national
strength and deepening in disagreements of the public. It is a proof of Arafat’s victory and it

»n9

being used as an effective propaganda in the international system™. The third achievement

Bukay points out is raising the matter of “focused kills” to public discussion.

How does the equation work? Dr. Eitan Azani, the deputy executive director of the Institute
for Counter Terrorism (ICT), explains in one of his lectures: “The activity space of decision
makers is influenced by the moral and the national strength of their surrounding society.
Terrorists attend to use the media in order to empower the effect of terror acts and by that to

affect public opinion while the public sees the terror acts in his living room™°.

By using the media terrorists can gain other objectives such as bringing their message to a
large crowd all over the world, arousing sympathy for their suffering or poor circumstances,
creating international pressure on their enemies, and even presenting themselves as peace

activists, all in order to fulfil their ambitions.

8 Psychological Warfare and its Role in the Arab-Israeli Conflict / Ron Schleifer. Ma’arahaot,
Tel-Aviv, 2007.

9 Israel and the Post-Zionists: a Nation at Risk / Dr. David Bukay, inside Israel and the Post-
Zionists / edited by Shlomo Sharan. Brighton; Portland: Sussex Academic Press, c2003.

10 Terrorism and Guerrilla Warfare Research Theories Course / Dr. Eitan Azani. Lauder School
of Government, Diplomacy & Strategy, 2007.



In her article, “Accomplice or Witness, The Media’s Role in Terrorism” Brigitte L. Nacos
brings out a significant understanding of the terrorists’ use of media: “If terrorism is seen as
political theatre performed for audiences . . . clearly the Mass media plays a crucial role.
Without massive news coverage the terrorist act would resemble the proverbial tree falling in
the forest"™!. In her book, “Terrorism and the Media”, she presents other terrorist objectives
provided with the use of the press such as public awareness and fear, terrorism coverage
and recognition, as said by the Japanese Red Army terrorist who attacked the Ben-Gurion
Israeli airport in 1972, referring to the terrorist attack he preformed: “a means of propelling
ourselves onto the world stage™?. The last objective she mentions is creating legitimacy for

their acts.

The Pursuit of Rating

October 7", 1985 was a quiet day in the Mediterranean Sea. The ltalian passenger cruise
ship, Achille Lauro, was on its way to the Egyptian port of Port Said when suddenly a small
group of terrorists from an organization named the Palestinian Liberation Front (PLF) took
over the ship. The hijackers demanded the release of Palestinian terrorists held prison in
Israel. Once again the terrorists succeeded in acquiring world attention and attracted the
personal involvement of leaders of different countries, such as the United States, Italy, Egypt
and several others. After two exhausting days and one murdered US citizen, the Achille
Lauro was released with all passengers (except one) and crew safe. The terrorists were
shown live on TV making victory signs on their way to the warm hands of PLO
representatives in Egypt'®. The American newspapers charged the incident and as Gabriel
Weimann mentions in his book, “The 50 largest-circulation American newspapers became
intensely preoccupied with the event. Hundreds of reporters appeared. As many as 43
newspapers editorialized on the issue; only five did not comment editorially; the remaining
two dailies were on strike™“. So what does the media gain from the coverage of these terror

acts?

11 Accomplice or Witness? The Media’s Role in Terrorism / Brigitte L. Nacos. Current History-The
Journal Contemporary World Affairs, www.currenthistory.com, April 2000.

12 Terrorism and the Media: From the Iran Hostage Cirisis to the World Trade Centre Bombing /
Brigitte L. Nacos, Columbia University Press, New-York, 1994.

13 A Hijack on the High Seas-Part One, www.bbc.co.uk, 7th May 2002.

14 Israel and the Post-Zionists: a Nation at Risk / Dr. David Bukay, inside Israel and the Post-
Zionists / edited by Shlomo Sharan. Brighton; Portland: Sussex Academic Press, c2003.
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According to the article written by Bukay, the main reason is hidden in money. “Media is a

business™®

says Bukay, and like any business it tries to expand its profits by expanding its
publicity and its potential market, meaning a fight for rating. Bukay might be right, but terror

contributes much more than money to the media.

Azany counts a number of advantages that terror provides to the media:
o Newsworthy stories — real time drama, scoops etc.

o Background stories — as a base for different interpretations.

. Heroes and victims.

. Blood.

. And as a result — high rating and large financial income.®

As an audience, people attend to be attracted to “bad news”- it is a part of human nature and
horror stories such as those provided by terror attacks fulfill that nature. It is hard to blame
the media directors for being accomplices of terrorism. However, being a supportive factor

for terror does not point media as its cause.

On October 14", 1994 terrorists dressed as orthodox Jews kidnapped Nachshon Waxman, a
Corporal in the Israeli Defense Forces. The terrorists were members of the Hamas terror
organization. Waxman was held hostage for six days until a rescue attempt took place by
“Sayeret Matkal” operatives. The Israeli nation stared at the television screens and prayed
for the life of the soldier. Unfortunately the rescue attempt failed and Corporal Waxman,

along with the operation commander, Captain Nir Poraz, did not survive'’.

Terror acts, such as the one mentioned above, have the ability to serve the needs of both

terrorists and the media.

15 Mess-Media Theatre / Gabriel Weimann. Journal USA, US Department of State,
International Information Programs, usinfo.state.gov.

16 Terrorism and Guerrilla Warfare Research Theories Course / Dr. Eitan Azani. Lauder School
of Government, Diplomacy & Strategy, 2007.

17 Waxman Nachshon / www.izkor.gov.il, The State of Israel, ministry of Defence, 2002.
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The Era of Globalized Media and its Effect on Terrorism

Bernard Lewis, in “The Crisis of Islam”, speaks about the media development and its
contribution to terrorism. “Thanks to the rapid development of the media, especially of
television, the more recent forms of terrorism are aimed not at specific and limited enemy
objectives but at world opinion. Their primary purpose is not to defeat or eve to weaken the
enemy military but to gain publicity and inspire to fear-a psychological victory. ... Among the
most successful and most enduring in this exercise has been the Palestinian Liberation
Organization™®. Lewis claims that terror acts helped the PLO to capture newspaper and
television newscast main headlines. Furthermore, the PLO terrorists gained support and new

recruiters and made the performers of those terror acts the parallels of movie stars.

There are numerous means the Palestinian terrorists use nowadays to capture world
attention. We can divide them into two main categories: The first one is domestic methods —
methods of addressing the Palestinian population; the second is external methods —

methods of addressing the Israeli and the international public.
Domestic methods

Printed press — Great numbers of newspapers serve the Palestinian propaganda. The
newspapers are a solid platform for delivering internal messages to the Palestinian public in
different ways such as caricatures, painting Israel as “the little Satan”, terror leaders
speeches, political policy and other publications in order to attract the common people of the
Palestinian cause. Almost every Palestinian terror organization possesses its own

newspaper.

Radio stations — After the recognition of the PLO as the Palestinian authority, several
national radio stations were established. These radio stations serve as a tool which
distributes the authority’s main policy to the public and occasionally ask for a popular activity
in order to promote one interest or another. Leader's speeches are being broadcasted
nationwide so it can reach every Palestinian. Even before the recognition of the PLO other

terror organizations have used pirate stations for their causes.

Television networks — “Hamas”, along with other terror organizations, controls television
networks that present their perspectives. Those television networks broadcast different

programs that draw the reality in very one-sided and sometimes strange dimension. One of

18 The Crisis of Islam: Holy War and Unholy Terror / Bernard Lewis.New-York: Modern Library,
2003.
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the most extreme examples for such television program is “Tomorrow’s Pioneers™®. Al-Agsa
TV, the official “Hamas” TV station, presents a children TV show where the beloved
character of Micky Mouse takes the Palestinian name “Farfur” and indoctrinates young boys

and girls for the domination of Islam, the hate of the US and the destruction of Israel.

Proclamations, graffiti and loudspeakers — Another very common technique of
distributing the message is the use of proclamations, loudspeakers and street graffiti. These
techniques are very economical and effective. Loudspeakers are used during prayers; apart
from the religious aspect other messages are delivered to the public such as a call for

demonstrations or announcements of killed Palestinian terrorists.
External methods

Suicide bombers videocassettes — A terror organization chooses from time to time to
bypass the long process of the news coverage of suicide terror attacks and publishes a
suicide terrorist filmed declaration by itself. Dr. Ganor refer to this tapes by saying, “Those
cassettes may contain recordings of suicide terrorists before they left for their mission, where
they spread their ideological doctrine, emphasize their motives, blames the guilt on their
opponents by relating the terror act to a deed or a failure which they did. By that they
develop the myth around “martyrism” inside their own society, and deliver a message of fear

to the designated public of the targeted country...”.?°

Documentation — Almost every terror action carried out nowadays is being filmed by the
terrorists performing it. “KASAM” rocket launch, attacks on Israeli outposts and army bases

and terrorists shootouts with Israeli soldiers became a routine matter in the evening news.

Staged photographs — In order to influence the world public opinion, terrorist staged photo
shoots are being made. Fake wounded civilians taken by ambulances from a demonstration,
bodies starting to walk suddenly by themselves and other staged events presenting Israel as

a criminal of human rights violations.

Key communicators — The Palestinian terror organizations appointed key figures as their

spokesmen. Those spokesmen give interviews to international TV stations like CNN or BBC

19 Hamas Employs Micki Mouse / Yaakov Lappin. Middle East News, www.ynetnews.com,
05.07.2007.

20 The Counter-Terrorism Puzzle: a Guide for Decision-Makers / Boaz Ganor. The
Interdisciplinary Center, Herzlyia, ICT-The International Policy Institute for Counter-Terrorism,
2005.
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and influence the world opinion about what is known as the “Palestinian problem”.
Sometimes key communicators can be lIsraeli left-wing activists that are being used to

enhance the “evil” that the Israeli government inflicts on the Palestinian people.

International press — As a result of the ongoing Israeli-Palestinian struggle many news
agencies have sent photographers and TV reporters to the *“fighting zone”. Close
relationships between these reporters and the terror organizations play for latter's agenda.
International reporters are invited to cover events, rallies, funerals or to interview terror
leaders and terror military commanders inside their hidden headquarters. As Bukay says in
his article, regarding the terror media coverage, “the most dangerous process is the leaning
of the media to reveal intellectual objectivity, with sees lawful person and terrorist, the

country and the terror organization — two equal sides in morally symmetric struggle”*.

Palestinian reporters - International news agencies use Palestinian reporters as well. The
use of those reporters gives them an inside look and unlimited access to events without
risking their own reporters. The terrorists use those reporters, sometimes actual members of
the same terror organization, to display the events from their point of view. On September
30" 2000, the Palestinian boy Mohammad A-Dura shook the world. A Palestinian
photographer, who worked for the French TV station F2, exposed a deadly scene describing
the death of A-Dura as a result of Israeli gunfire during a battle between Israeli soldiers and
Palestinian gunmen. The Palestinians turned the “A-Dura Case” for the symbol of
Palestinian resistance. Liebes and First, the authors of the article “The Victory of Mohammad
A-Dura”, quote from the ABC TV report regarding the incident: “It happened yesterday in
Gaza. A man and his injured son are trapped under Israeli fire. The boy is terrified. My son is
dying, the man yells, and then the shots come in lower. Twelve years old Muhammad Dura
was buried as a Palestinian hero last night..”??. Liebes and First claim that the image of A-
Dura was marked in the world without answering the question what caused his death and by
serving the narrative of only one side. Furthermore, the photos present worldwide the
conflict between Israeli soldiers and helpless victims. For the past eight years Israel has
fought in courts in order to bring out the truth behind that story. The story as presented
caused without any doubt a terrible damage to Israel's world public opinion. As it seems

Palestinian children are being used for several causes including, human shields in order to

21 |srael and the Post-Zionists: a Nation at Risk / Dr. David Bukay, inside Israel and the Post-
Zionists / edited by Shlomo Sharan. Brighton; Portland: Sussex Academic Press, c2003.

22 The Victory of Muhammad A-Dura / Tamar Leibes and Anat First. Israel Teachers Union, 23th
newspaper edition , 2003.
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protect terrorists from Ariel or ground counter attacks, and as propaganda tools in order to

arouse world sensitivity for the allegedly children suffer.

Internet — The new arena. “Post modern terrorists are taking advantage of the fruits of
globalization and modern technology to plan, coordinate, and execute their deadly

campaigns”®

says Weimann. He points out the fact that there are more than 5000 websites,
online forums and chat rooms on the internet nowadays related to terror organizations. The
internet has become the main instrument for the distribution of terror ideologies, threats on
future terror acts, bomb making manuals, operational data for distant terror groups, and
many other needs of modern terror organizations like “Hamas”, “Palestinian Islamic Jihad”

and others.

The new strategic weapon

As written in Ganor’'s book there are two main approaches that deal with the question
whether there is a common strategy amongst terror organizations. According to one
approach the media and public opinion are major components in terrorist attacks policy.
According to this approach a electronic and a print press fill a crucial part that influences
public opinion, and as a result affects decision makers. The second approach claims that
terror organizations do not necessarily count the media coverage of their attacks and they do
not determine their terrorist attacks policy according to it. Furthermore, the second approach

questions the ability of terror acts to affect decision makers by spreading fear in society.**

By looking at reality nowadays, it is hard not to agree with the first approach. Terror
organizations use every piece of media coverage as a platform to present their innocence
and blame Israel to be the main cause for their poor circumstances. Human rights
awareness around the world is being used by terrorists to create pressure on Israel’s
counter-terrorism policy, while they attack innocent civilians on a daily routine. It is much
more than a strategy - it is a winning strategy that proves that when you do not have the
military advantage the media becomes a very powerful weapon that can defeat every

enemy. Good example for the strategic use of the media appears in Bukay’s article

23 Mess-Media Theatre / Gabriel Weimann. Journal USA, US Department of State,
International Information Programs, usinfo.state.gov.

24 The Counter-Terrorism Puzzle: a Guide for Decision-Makers / Boaz Ganor. The
Interdisciplinary Center, Herzlyia, ICT-The International Policy Institute for Counter-Terrorism,
2005.
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regarding what he calls, “Arafat’s two fronts fighting strategy”®

, which combines unselective
terror with the support of world public opinion and moral weakening within the Israeli society.
In an article Arafat published in the “New York Times” he stated three major points: he
condemned fundamental terror, showed understanding for Israel’s concern of “the Right of
Return”, and he declared that the Palestinian peace is based on the return to the 1967
borders whith Jerusalem as the capital of both nations. Simultaneously, he repeated the
“Sha’hada Speech”, claiming that one “shahid” from the Palestinian people equals seventy

“shahids”. In another speech he claimed that millions of “shahids” are going to Jerusalem.

Terrorism in a Democratic Environment

To conclude the research it is important to understand how problematic it is to fight terror
while living in a democratic society. There is a great struggle between national security and
freedom of the press. Democracies fight to defend basic values such as “freedom of
speech”, while terrorists manipulate those values in order to spread fear and anxiety.
Weimann presents the dilemma: “The emergence of media-oriented terrorism presents a
tough challenge to democratic societies and liberal values. The threat is not limited to media
manipulation and psychological warfare; it also includes the danger of restrictions imposed

on the freedom of the press and expression by those who try to fight terrorism”.?®

In a globalized world it is almost impossible to stop the media coverage of terrorism in TV,
radio, newspapers or on the internet. The same things that serve us in our way of becoming
a “global village” serve terror organization as an unstoppable strategic weapon. Since the
days of Carlos Marighela terrorists become masterminds in manipulating the media for their

cause, while we, as a democratic society, become much more vulnerable.

25 |srael and the Post-Zionists: a Nation at Risk / Dr. David Bukay, inside Israel and the Post-
Zionists / edited by Shlomo Sharan. Brighton; Portland: Sussex Academic Press, c2003.

26 Mess-Media Theatre / Gabriel Weimann. Journal USA, US Department of State,
International Information Programs, usinfo.state.gov
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This cartoon from the Internet site of Omayya Joha, portrays an Israeli soldier who, having

chopped off the foot of a Palestinian man, holds up a bloody hand to the camera and orders

“No photographs.” Omayya Joha is one of the staff cartoonists employed by Al-Hayat Al-

Jadeeda, the Palestinian Authority’s official daily newspaper. Her cartoons continue to

regularly appear in the official Palestinian press.?’
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