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Abstract

In these years of change that the start of the 21* century brings, it would be convenient
to find the correct relationship between intelligence and democracy. In democracies, the
free flow of information is paramount, and its negation is always the exception. In a
democracy it is important to correctly understand the functions and limitations of
intelligence services. It is important to get understood the practices and the different
dimensions of intelligence with the aim to break, or at least lighten, the existing tension
between the secrecy within the intelligence services and the democratic practices within
the society which these services, as part of the country’s mechanism, should serve. Let
us not lose sight that the intelligence services, in a democratic system, should fit in legal
limits and the respect of democratic dialogue, with a clear vocation as a service to the
citizen, who is, at the end of the day, the one who pays for it with their taxes.

Thus this justification of the functions of intelligence in democracy goes through a
correct understanding of the same. From the beginning, intelligence has been a
fascinating topic for movie directors; and the audiences have confirmed that this will
always be a current topic. Furthermore, the fictitious representations of international
politics have played an outstanding role in the concept that the citizen has of this kind of
organizations. This type of inter-relationship between the citizen and the intelligence
services is important in any democratic country to be able to adapt these services to the
democratic sphere of public scrutiny, never losing sight of the limitations that these
services represent. However, these arguments have another lecture. What happened with
intelligence in non-democratic countries? How has it been used, and how is it
understood?

This is the main purpose of this paper, because by trying to answer these questions
we will be capable of use intelligence and its use as a democratic indicator in situations



such as the freedom of speech, regular elections, or the freedom of the press among
many others. However, we should first formulate what is understood by intelligence.

Introduction

In the last few decades we have seen the development of the idea of democracy as the
pillar for a State’s development. From the thought that democracies do not make war to
each other up to the importance of the juridical security as a basis for inversion and the
consequent economical development. However, what has been happening with the
economical crisis and the tensions among the countries within the euro zone or the
situation in China with a progressive aperture in the economical area and, at the same
time, and stagnation in the political area nuance these arguments and make us recall on
the fact that in Social Science we are far from the absolute truth and they also as well
highlight that the democratic values are much more than voting every four or five years.
Where does, then, the democracy value reside? It is clear that not only in the citizen’s
voice, also in the security of being aware of what can come through. In the Institutions’
transparency and in the possibility of regulate and supervise the acts of the State organs
by the residents through mechanisms and institutions built up to that purpose.

That way, the control of the intelligence services can be considerated as a clear
democratic indication. This will be, consequently, the main objective of this
investigation: to defend the importance of the control and the taxation of the activities
of the intelligence services as an indication of the democracy level of a country as well
as analyze the mechanisms that allow it to be possible, taking into account the secrecy
barrier surrounding everything related to State intelligence issues.

In these years of change that the start of the 21% century brings, it would be
convenient to find the correct relationship between intelligence and democracy. In
democracies, the free flow of information is paramount, and its negation is always the
exception. In a democracy it is important to correctly understand the functions and
limitations of intelligence services. It is important to get understood the practices and
the different dimensions of intelligence with the aim to break, or at least lighten, the
existing tension that exists because of secrecy within the intelligence services and the
democratic practices within the society which these services, as part of the country’s
mechanism, should serve.' Let us not lose sight that the intelligence services, in a
democratic system, should fit in legal limits and the respect of democratic dialogue,
with a clear vocation as a service to the citizen, who is, at the end of the day, the one
who pays for it with their taxes.

Thus this justification of the functions of intelligence in democracy goes through a
correct understanding of the same. From the beginning, intelligence has been a
fascinating topic for movie directors; and the audiences have confirmed that this will
always be a current topic. Furthermore, the fictitious representations of international
politics have played an outstanding role in the concept that the citizen has of these types
of organizations. 'There exists a clear distinction between the authentic operations of the
intelligence services and those represented in works of fiction'. In words of an American
intelligence officer: "The spy movies are as much a reality of intelligence as Donald
Duck is of real life'. Also, during a long period of time, the newspaper media has given
these services a bad reputation; intelligence is neither James Bond, nor is every action
by intelligence undercover.?



This type of inter-relationship between the citizen and the intelligence services is
important in any democratic country to be able to adapt these services to the democratic
sphere of public scrutiny, never losing sight of the limitations that these services
represent. Many countries have been conscious of this need to make the practices of
intelligence understandable to their citizens and, during centuries, diverse schools have
existed throughout the world that represent different cultures and approaches to these
types of questions in different countries. However, these arguments have another
lecture. What happened with intelligence in non-democratic countries? How has it been
used, and how is it understood?

This is the main purpose of this paper, because by trying to answer these questions
we will be capable of use intelligence and its use as a democratic indicator in situations
such as the freedom of speech, regular elections, or the freedom of the press among
many others.

However, we should first formulate what is understood by intelligence to later
advance to de definition of the nature of the priorities of a country and with them, to
shell the perception of threats for the same in order to understand what is needed to be
protected. At the end, that would be the main function of the intelligence services of any
country, which try to increase certainty above the reality, with the goal of contributing
the best knowledge to those who make decisions and that clarified the objectives of any
intelligence service making a clear distinction between those who want to remain in
power and those who want to protect and service to the people and with that be able to
understand the activities of the intelligence services and its oversight as a clear indicator
of democracy.

1. What is intelligence, and how is it understood? (The essence and
the form)

It is out of the scope of this paper to define intelligence in depth; because it is a well-
studied topic, despite its lack of a common definition of the term. °

But understanding that intelligence is, foremost, a socio-political phenomenon will help
us to avoid looking for the solution to a problem that has already been dealt with. In the
same way, in order to look for an extensive definition of intelligence in agreement with
an ample vision of security, it will be necessary to move beyond the limits of
international relations, with the purpose of including a greater number of sectors of
security. ° Even though it is true that it has traditionally been said that intelligence is a
uniquely State activity, today we see the development of what has been called the
“governability of security.” !

It can be said that intelligence in its traditional sense is information, a passive
practice; no one gets hurt by it, at least not directly. Some nation-states, though, view
Covert Actions (CA) as a necessary tool in national security affairs, and therefore see it
as a form of intelligence. CA is a unique method for implementing national security
policies, as it differs strikingly from passive intelligence, which is essentially the
collection and delivery of analysed information to those formulating and implementing
policies. To sum up, CA is all about making things happen, while intelligence in its
traditional sense consists of making the right decisions about what may happen.® So for
our objectives intelligence will be understood in its essence in two ways: as information
and as prevention, as we can see in this chart.
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At the hour of approaching the term “intelligence”, we can affirm that it possesses two
differentiated parts that make up its essence. The nature of the concept of intelligence,
which has not changed since ancient times, based on information and prevention and
which consists in providing useful information that can be of service in the decision-
making process. Both the actions destined to protecting the very information of the
efforts of knowledge of the “other”, and actions destined to maximizing one’s own
interests, in an undercover way (See Figure 1). On the other hand, the character of the
term, which can be revolutionary and on occasions can be seen influenced by the
changes which, throughout all time, its activity has suffered: by cultural and
technological changes, professionalization, or centralization of the type of personnel
that it requires, among others.

Intelligence, therefore, is a part, and not the only part, of the machinery of
support to the decision-making process, from the side of information, but it differs from
the other parts, because of its secretive characteristic.

Intelligence exists because a few players try to obtain information reserved for
others and to hide their own. For their part, the secret organizations try to avoid strategic
surprises, to provide lasting experts, and to withstand political decisions. In conclusion,
this way, once a first methodological approach is realized of the term and a series of
definitive characteristics of the same and for the purposes of this analysis are limited, it
iIs important to understand intelligence as information relative to the capacities,
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intentions, and activities of powers, organizations, and foreign 'people’ or those
nationals who support them. ° Now the term ‘hostility’ is introduced, a fundamental
concept for the existence of any intelligence service. That is to say, the need of
intelligence is derived from the existence of:

-Conflicts of interests in international relations.

-The perception of a certain number of threats for the national security of a
country. *°

Intelligence, in the end, is established with the goal of improving the one’s own
possibilities before the enemy or competitor, by means of defense or interests
understood as fundamental. The problem, as we will see, resides mainly in the
perception that is held of what is understood by threats, enemies, and competitors. The
differences between these perceptions in a democratic country and in a hon-democratic
country are clear.

Following the chart about the essence of intelligence, we are going to analyse and
compare the different use of the parts which compose the essence of intelligence to see
how intelligence is being used (or at least should be used) in a democratic and in a non-
democratic country. In this sense, we will combine the analysis of the different
perceptions of threats and the decision-making process in both cases, following the use
of intelligence as prevention (analysing counterintelligence and covert action) and how
all of these influence the conception of intelligence in both cases to conclude if the use
of intelligence could be used as a democratic indicator.

2. The perception of threats and the decision makers

The formation process of foreign policy does not continue to be exclusively logic of
'rational choice' that analyses the situation with the goal of maximizing the benefits. **
On the contrary, national interest is far from objective, being conditioned by the
subjective perception of the decisive politicians about what is considered beneficial for
the country; which depends, as well, on the ideas of the role that it should have in the
world.* This explains the different positions in the international sphere of the different
players.

Therefore, the starting point that determines the importance or the weight of an
intelligence service in a country will come limited by the determination of the
international objectives and the identification of the adversaries, in a few words, by the
will of the international weight that this wishes to occupy; that is to say, its conception
of their national role. It was Kalevi J. Holsti, who, in his article from 1970, followed
by numerous authors in posterior studies about the 'role theory',** defined the national
interest as the ideas of the decisive politicians about the role of that their State should
carry out in the international issues; that is to say, what type of decisions, commitments,
rules, and actions are appropriate for their country, and what functions they should
carry out within the international system.

For this the needs of information should be limited and centered. As Lock Johnson
points out: 'the various leaders of different countries will have different points of view
about the foreign policy which a country should develop and with this, different
objectives for the same, therefore, a distinct perception of the different threats for that
country in that concrete moment'.™ To that end it is necessary to define the nature of the
priorities of a country and with them, to shell the perception of threats for the same.
Therefore the perception of threats depends on the actor. This way, as they are defined
and prioritized, international threats for the security of a country will be oriented to
intelligence services. In this sense, the greater the perception of a threat of an interior
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character, (as political opposition or ethnic group) the greater the repressive character
will be of a country’s intelligence services and therefore, less democratic; priority will
come established by a correct election of those whom it is most important to cover.

This is basically the main function of the intelligence services of any country, which
try to increase certainty above the reality, with the goal of contributing the best
knowledge to those who make decisions. However, certainty in today’s world is being
undermined by the proliferation of information and knowledge, and therefore the
capacity to make decisions. This erosion of certainty is accelerated by the rapid
technological, social, and cultural changes. *°

In this sense, the height of the asymmetrical threats does not mean that the States do
not compete among each other, for resources, position, and power. Up until today, the
principal mission of State intelligence is to help in the decision-making process at a
State level, forecasting the risks and threats that loom over a country. Nevertheless, in
the moment that dissidence is perceived as a threat, and the maintaining of power the
political objective, the use of intelligence will be weakened, moved away from national
interest and focused on partisan or particular interests. The intelligence capabilities are
always limited and the assumption behind this argument is that policy uses the
governmental resources to keep the power instead to leave the country in a better
situation and its citizens in a more secure environment.

Some time ago, in a conference organized by the chair or intelligence services of
the university Rey Juan Carlos in Madrid, | was invited to give a talk about the
relationship between producers and consumers of intelligence. Sharing a table, next to
me, was the ex-director of the Portuguese intelligence services and a diplomat, a
member of a political party that had yielded its services to the Ministry of the Interior.
This diplomat affirmed that ‘intelligence should be of service to politics’; and in
principle, this affirmation is true, but it should be understood very carefully, since
intelligence should be of service to the nation, not to the partisan interests of the current
politicians. To a great extent, it is this very affirmation that has led to the greatest
scandals in intelligence in the latest years, both inside and outside of Spain.

3. Intelligence as prevention: the use of Covert action (CA) and
counterintelligence

For many observers, and especially for critics, secret intervention is synonymous with
intelligence and loomed large in Cold War debates about the legitimacy and morality of
intelligence organisations and their activities. Since September 11, Washington’s
agenda for taking the offensive to the United States’ enemies has rekindled such
arguments. The shock of mass violence witnessed in 9/11 has forced a shift towards this
new thinking in which Covert Action (CA) was seen as an essential element of this
active approach. Though it has been this new approach by the US that has re-
invigorated discussions on CA, the topic of CA in general is not limited to the US alone.
It must be noted that the conceptions of CA can markedly differ between States,
particularly those that are democratic and non-democratic. To truly get an understanding
of what CA really means, one must first explore in depth the various uses and
understandings of it through recent history. Only after this has been done can an
analysis of the role of CA be made within the broader realm of intelligence and security
affairs.

The more prominent definitions of CA are predominantly from the United States,
dating back to the celebrated 1948 National Security directive 10/2 which authorised the
CIA to engage in: propaganda, economic warfare, preventive direct action, including
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sabotage, anti-sabotage, demolition and evacuation measures, subversion against hostile
states, including assistance to underground resistance movements, guerrillas and refugee
liberation groups, and support of indigenous anti-Communist elements in threatened
countries of the free world. More recent US government statements cover most of these
activities though some of the language has altered (notably the demise of ‘subversion’).
In US law CA became defined as: ‘an activity or activities of the United States
Government to influence political, economic, or military conditions abroad, where it is
intended that the role of the government will not be apparent or acknowledged publicly,
but does not include... traditional counter-intelligence... diplomatic... military... (or)
law enforcement activities’.'” One commonly accepted aspect of these definitions is that
they refer to actions abroad. But, this is so mainly because the particular conception of
the intelligence Community within the United States is based in its facing of external
threats but in today’s environment with clear implications in internal dimension.

We know about CA in the same way that we learn about other intelligence
activities, through authorised and unauthorised disclosure: memoirs, journalism,
defectors, archives, whistle-blowers and judicial investigation. The veracity and
integrity of these sources may differ, though there are generic questions to be posed
about the agendas and intentions of those who provide us with information about CA.*®
One question is whether we know more about CA than intelligence gathering and
analysis. A second is whether we know more about certain kinds of CA than others,
especially the more dramatic. Some covert operations have been easier to discover
because they failed. For many governments the concept of plausible deniability has
been integral to the activity; therefore, one must consider the possibility that we may be
learning more about unsuccessful operations than successful ones, and that when we are
learning of secret interventions from unreliable sources, we may in fact be the target of
disinformation or propaganda.

Old Lessons and New Challenges

CA today faces new challenges which can only be dealt with after first comprehending
the relevant lessons of history. The role of CA in the international context is
undoubtedly a crucial one. It has been used with regularity in recent history, yet not all
of these operations are publicly known. Nevertheless, the numerous openly known
successful and unsuccessful CA operations conducted particularly during the Cold War
provide an excellent analytical treasure trove for the understanding of CA in the
international setting. The very fact that details of CA operations have been leaked also
poses challenges to the conduct of similar operations for the present day. The
information age has made the conditions for plausible deniability, an essential element
of CA, an even more difficult endeavour for governments engaged in the use of such
operations. These realities force governments as well as intelligence and security
establishments to acknowledge that absolute secrecy and total information control may
well be an impossible task as we have seen recently with the WikiLeaks disclosures and
the Snowden case.

In the past, governments believed that secret operations would remain exactly that,
secret, or at the very least not leaked whilst they were in power, thereby allowing them
to place less of an emphasis on the potential public reaction to the unveiling of CA
operations. This new heightened level of sensitivity to the public, limits governments in
their selection of CA options, which, depending upon various factors, can be potentially
advantageous or disadvantageous to national security interests.
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The main emphasis of studies on CA has often been on intelligence’s observable
international effects; in crude terms, whether it has been good or bad for international
society, using the common sense yardsticks of whether it has promoted or discouraged
responsible government behaviour, good inter-state relationships, the minimisation of
tension, cooperation for internationally valuable purposes, and the avoidance of war. At
the height of the Cold War CA was justified by the US as a quiet option and as a tool
for fighting the Soviet Union in the absence of conventional military combat, to be used
where diplomacy was insufficient and force was inappropriate. Enveloped in secrecy,
few Americans were aware of most CA programs; one prominent example being that
Washington’s role in supporting Afghan fighters against the Soviet Union was not
unveiled until well after combat ended. For critics of such operations, Western CA
undermined the legitimacy of Western (especially US) intelligence if not indeed
Western foreign policy (particularly US) during the Cold War. For the supporters of
such activities, CA represented (usually) discreet forms of intervention that obviated
more violent methods. The US in particular has always considered CA a useful adjunct
to military force during wartime (as seen in Afghanistan or Iraq in the last years), yet
the various instances of failure in such operations have resulted in negative
consequences.

We ought not to get deeper in the debate about the use and the utility of covert
actions, arguing that in an increasingly open world, intelligence’s emphasis would shift
away from collection and towards analysis, and that there would be more emphasis on
‘intelligence-as-information’, drawing on more open source material, and less on
‘intelligence-as-secrets’, mainly because the argument from the analysis of CA is that
CA is understood as a way to defend the national interest and in a external way, taking
conception of others. In this sense, CA always depends on a clear set of objectives, an
accurate understanding of the conditions in which it will take place, and how the
objectives will have been achieved, are all subject to human interpretation.

Another important difference in the use and abuse of intelligence is the tool of
accountability, in democratic countries even when a lack of transparency in these types
of operations makes democratic accountability difficult, and correspondingly affects the
level of public support and consent for such ventures. Citizens expect that intelligence
sector activities will protect and support liberal democracy rather than undermine it.
Although secrecy is a necessary condition of the work, intelligence professionals are
expected by the national citizenry to be accountable, act in the public interest, and in
conformance with a society’s moral values. Lacking a direct means to confirm that this
is so, the public tends to suspect that what is secret must be perverse. This is especially
true in the case of foreign intelligence collection and CA, where the purpose and moral
criteria for specific activities is poorly understood and rarely articulated.

Democratic government in theory is expected to rest on openness and participation,
rule of law, privacy, and mutual trust, conditions with which the requirements and
practices of intelligence are often at variance. Nevertheless, an explicit statement of the
ethical principles that guide decisions in intelligence ‘monopolies’ could help to
enhance public trust in the work of intelligence services. This is especially important
following the findings of the Hutton and Butler Reports in the United Kingdom; the
Joint Congressional Inquiry in the United States; and the Flood Commission in
Australia, over the role of intelligence in the Allied decision to intervene militarily in
Iraq in 2003.*°

One should also distinguish between counter-intelligence activities and security
measures, as security measures are defensive in nature, applied as protection against the
elements which counter-intelligence seeks knowledge of.?® The world of counter-
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intelligence is not simply defensive though; it can be used in an offensive manner,
making the other to crumble from within. In this sense, counterintelligence will be
analysed in this paper to argue that the fine line between security and operational
effectiveness is another brick in the huge difference between the uses of intelligence in a
democratic system in a non-democratic one. At the end, this will suppose another point
to use intelligence as a democratic indicator. However, to achieve it one must first
accurately understand the true meaning of counter-intelligence.?!

Counter-intelligence can be defined as intelligence gathered about an adversary’s
intelligence activities and capabilities to unmask and inhibit adversarial intelligence
operations and capabilities.”? This can involve various types of action to prevent or
neutralise hostile intelligence successes against national interests. However, a perverse
use of this part of the preventive part of intelligence would end again in preserving the
power and to seek dissidence, once again identifying the enemy within.

The first responsibility of counter-intelligence is to protect information. The
protection of acquired knowledge is a vital function of any intelligence organisation, yet
no amount of extensive security and stringent assessment checks will guarantee that an
employee will observe the rules. Almost anywhere in the world, the potential amount of
counter-intelligence is vast, and produced for the national interest, both within the
country and in all the foreign areas to which a country’s interests extend. It would also
be logical to assume that if a person has access to any piece of information then it can in
all likelihood be compromised. Major concerns in counter-intelligence relate to how
organisational responsibilities, both in democratic and non-democratic countries,
adversely affect professional skills and institutional culture, as well as the fragmentation
that leaves large gaps in the Intelligence Community’s overall counter-intelligence
coverage.

In an environment in which, there do not exist correct balances between
counterintelligence and security measures, this is another important indicator that the
use of intelligence is once again a direct consequence of the perception of the threat, in
non-democratic cases coming from within.

Conclusion: Towards the conception of intelligence as a democratic
indicator

It seems that the axiom is confirmed that the greater their democratic quality is, more
efforts they set aside to fight against new threats (terrorism, illegal trafficking, and
organized crime, among others), and less to the internal repression and political
persecution of their opposing forces.

Using the situation of Central Asia as an example, if we put the data from Freedom
House and the HDI from the PNUD together, we will see that Kyrgyzstan and
Kazakhstan are the countries where there is more liberty and more development,
whereas the situations in Turkmenistan and Tajikistan are much harder on every level.
A different case is Uzbekistan, where there is some economic development but not
democratic. Thus, we hear news that says that Uzbekistan’s intelligence services have
been accused of having produced a video in which Radio Free Liberty-Radio Europe
was slandered, to the end of discrediting it.>® Or we can also find that Turkmenistan
secret services are ordered to monitor each communication made via Internet or to make
“black lists” of “enemies” of the regime; or the secret serves organizing death squads to
eliminate political adversaries or investigate the opposition’s financial sources,
especially if they come from abroad; though we also see them involved in proper tasks
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such as the confiscation of the consignment of drugs or the fight against tax evasion, or
the investigation of not-so-clear affairs.?*

At the end of the day, intelligence in non-democratic countries does serve as
information and prevention of dissidence, focusing on internal threats and legitimization
of the regime and keeping the power. Therefore, after analyzing the concept of
intelligence in both a democratic country and in a non-democratic one, we have
established important differences, from which we can state that intelligence could and
should be used as a democratic indicator. As a country uses its intelligence not for the
good of the State, and its national interest, but so that the present rulers will continue in
their posts, serving as a tool of the ruler’s interest directly and the perception of threats
come from within the state and not from abroad, the intelligence services will be a
repressive instrument, used with no difference from the political police or an internal
information system to prevent dissidence and freedom.

To recap, intelligence oversight is a fundamental tool, not only to control
intelligence and to keep it in the democratic system, but also to keep it inside legality.
The use of intelligence as a democratic indicator will be just another dot to quantify the
welfare of a country and, in the end, to quantify the security of a country’s citizens, not
the security of the country, because we cannot forget that intelligence serves the security
of the people and not the other way around.
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