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I have taught International Relations (IR) in academia, and to the community 
of intelligence practitioners, finding out that the “divided” disposition between 
the former and the latter is a reflection of a larger theory-praxis and academic-
practice divide1. Having shaped my career in the last five years to wear two hats 
– as an academic and a practitioner -, I have gained a first-hand understanding 
of the issues that these fields encompass. Thus, my contribution is meant to 
provide some preliminary reflections on what could be done.
In the Western-based literature, the typical criticism coming from scholars about 
practitioners is that “practitioners do not know the big picture; they are merely 
‘fighting fire’ every day like a lab rat”. Practitioners consider academics are “in 
their ivory tower, ignorant of the real issues”. This results in both parties living 
in their own worlds. This is structurally inefficient and negates the traditional 
respect accorded to knowledge makers. Knowledge generated is no longer as 
immediately relevant to practice as it used to be. Practitioners are also reluctant 
to co-opt academics in their own knowledge creation process. However, the 
social role of academia as guardians of knowledge is somewhat still relevant. 
The converse is true too. Practitioners are facing real issues where as much 
brainpower is needed as possible. Imagine that the Third World War is fought, 
can the state afford to neglect the utility of academics? For survival’s sake, every 
headcount becomes important. Yet, in peacetime routine operations when there 
is a choice, the utility of academics becomes nil. Academics, like all citizens, 
are probably as useful as the information we feed them.
Thus, one of the main issues that needs to be addressed is the institutional ego of 
both academics and practitioners. Both sides think they know everything and that 
the “other” is useless. Such ego is useful for identity-building and institutional 
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pride, but it is not useful for problem-solving where multi-disciplines, multi-
perspectives and multi-stakeholders are needed to reduce blind spots, especially 
in the VUCA (volatile, uncertain, complex, adaptive) world.
To be clinical about it, the key difference between both worlds is time horizon. 
Practitioners always have a deadline to meet. Efforts are focused on solving 
problems. Practitioners are probably less concerned about methodological 
correctness as long as the process is logically sound, evidence-based and 
arguments coherent. There is no best answer with time constraints. There are only 
“good enough” answers that meet my boss’s deadline and “do not cause a war!” 
In this case, practitioners have a more realistic goal at the expense of a painful 
timeline. Academics experience the reverse. There is no bugging timeline for 
progress apart from one’s own 7-10-year tenure clock. Given the luxury of time, 
standards are high, ranging from methodological rigor, analytical inference, 
to logical coherence perspectives. To top it up, there is a “good’” answer and 
that “good” answer may even differ by journal brands. Some journals prefer 
certain methodology or paradigm. As academics say, “publish or perish.” Top 
tier publications have their institutional ego too, on what is “good.” As it is, it 
might be more difficult to excel as an academic these days.
Methods are vastly different too. A practitioner will likely refer to Richards 
J. Heuer Jr and Randolph H. Pherson’s Structured Analytic Techniques for 
Intelligence Analysis as the “bible.” Indeed, it is a well written handbook of 
methods. In a very methodical manner, they propose methods used in the 
sequential intelligence analysis process: decomposition (analysis – break down), 
idea generation (abductive – creative), scenarios and indicators (postulations 
for deep analysis), hypothesis generation (divergence tools), challenge analysis 
(counter groupthink), decision support (convergence tools). Methods are 
realistic in the sense that one seeks a deep systemic understanding of the current 
situation, and underlying context, using multiple sources. Then creativity comes 
into play to generate possibilities of what the “other” could possibly do. Because 
intelligence has collection means that academia does not, intelligence can more 
pro-actively verify the assumptions and scenarios postulated. Scenarios are 
always updated and tested for their validity and currency, and Operations are 
alerted to ensure Operations plans are robust enough to cover most, if not all, 
possibilities. Underlying this is an implicit acknowledgement of Popperian 
dictum of falsification, “truth is true until proven wrong,” with constant efforts 
to prove one’s hypothesis wrong while noting that only when the event happens, 
we get to know which hypothesis is actually correct.
IR academics do not have pro-active means as Intelligence collection (human, 
imagery, signals and others) to verify certain assumptions, and unlike disciplines 
like psychology or behaviourial economics, they cannot conduct laboratory 
experiments to “test” their theories and infer to larger population. In addition, 
academics’ access to key players of international affairs (heads of state, 
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government and foreign ministers) is more difficult to achieve and takes longer. 
As such, academics have to use all available methods in larger policy and social 
sciences to aid analysis, ranging from formal modeling (using probability to 
model behavior and predict outcomes) to post-structuralism (where the central 
proposition is your understanding of a situation, and my understanding will 
never be the same, and hence no knowledge is possible). Looking through the 
evolution of IR theory, one has a good sense of underlying methodological 
preferences of this discipline: 

• Classical realism (human nature is evil, so states are predisposed to 
war for national interest) and liberalism/idealism (human nature is 
kind, so states will work together for world peace through international 
organizations like League of Nations) (albeit one notes the myth of this 
First Great Debate2);

• Behaviourial science revolution (advent of quantitative [QUAN]methods 
and formal theories3; number crunching to “quantify” and model 
behavior in order to predict outcomes that practitioners experienced 
in Secretary of Defense Robert McNamara period, 1960s. These were 
popularized by rational choice and game theory used in many social 
science disciplines);

• Neo-Liberalism (Keohane and Nye),4 Neo-Realism (Waltz)5 and neo-
neo synthesis,6 Critical Theory (Habermas, Cox),7 post-modernism/
structuralism (French)8;

• Constructivism (Wendt),9 Post-Positivist approaches10;
• Global Governance, Practice Turn11 (where there is emphasis on analysis 

of practice of international relations on theorization).

Teaching both intelligence and IR is a joy. Intelligence tends to have intelligent 
and inquisitive people who were self-selected in the positions they fill, whereas 
IR students can be of a much broader talent pool base. The trend of questions 
posed by Intelligence and IR students to me differ. Intelligence students ask 
very practical “how-to” questions to benefit them in their future ground work. 
IR students generally raise more relational questions like “how does this relate 
to that, why-so?” Both communities have their way to keep their teachers/
instructors on their toes.
Looking ahead, both intelligence and IR fields need more of each other. The main 
challenge is institutional ego and the best way to overcome this is confidence-
building actions enhanced by understanding of each other’s capabilities, and by 
finding ways to complement each other. I suggest two direct ways here:

• Currently, IR as a discipline is very diffused – many theories-, but there are 
few sources that synthesize theories in a coherent framework. This leaves 
beginner students utterly confused. Needless to say, Intelligence students 
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who are acquainted to IR for the first-time will be overwhelmed. Hence, 
the synthesized framework of IR is useful for Intelligence. For example, 
when I teach Foreign Policy Analysis to Intelligence students, I am always 
asked “from the so many different theories – which ones should I use?” In 
my answer to that, I would use a mind map articulating the landscape of 
different Foreign Policy Analysis theories (macro-micro-meso format), 
their crux and function in Intelligence work process. Specifically, the 
macro-international theoretical framework covers the international and 
regional context that a country operates in; the macro-national covers the 
geography, history and society that makes up a country; while the macro-
subnational covers different layers within a country from Government to 
community, ethnic groups and how not to see a country as necessarily 
monolithic. In this respect, Area Studies are significantly more useful 
for context-sensitive intelligence than broad IR theories. The micro 
level covers the individual (decision-making, heuristics and biases) and 
upwards to group dynamics (including groupthink) which links neatly 
with the macro-subnational level. The meso-level covers the interactions 
and dynamics between groups and individuals, which varies by context. 
For example, US foreign policy is decided by the Executive (President) 
with advice from the Secretary of State, Secretary of Defense, National 
Security Advisor; certain Presidencies have strong Vice-Presidents 
in foreign affairs. The influence of Intelligence, military and civilian 
bureaucrats also differ. For each presidency, the configuration of 
influence differs because players interact based on each other’s actions. 
Players, including the president, also learn and evolve. So that President 
A decided on this issue in 2002, does not mean he will not change his 
mind in 2006 when things did not work. Therein lies the importance 
of treating each context/intelligence problem as different. While there 
could be parallels across cases or countries, and analogies can be drawn, 
each moment in history is unique and it would be a fallacy to assume 
that whatever happened in x incident will happen exactly the same in y 
situation even if most structural factors have not changed since. 

• Conversely, IR can learn from Intelligence by looking at the practitioner-
based analysis methods. Using a problem or scenario-based mode of 
analysis will make IR as an academic discipline more immediately 
relevant to practitioners. With policy relevance, IR students will also 
appreciate the “real-life” impact of their discipline in the real world, the 
same way law and medicine have positioned their discipline – tight theory-
praxis, collaboration with significant percentage of practice professors. 
Intelligence collection methods are tough to replicate for academics due 
to resources (expensive to hire spies!) and access (legality of using spies!). 
However, open source intelligence (OSINT) is a close cousin to both fields, 
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and this remains much scope for collaboration. For example, how social 
media can be methodically analyzed and cited as a source. Practitioners, 
since September 11, are probably more advanced in this area. Several data 
collation, sorting and visualization tools used by practitioners are already 
readily available in open source.

In the future, I hope IR and Intelligence can be regarded as ONE. The world is 
divided in dichotomous relationship (either-or). Either theorist or practitioner. 
Either arts or sciences. In this case, either intelligence practitioner or IR scholar. 
Such dualistic (either-or) labelling is useful when learning about the world 
(101 perspective). We teach IR beginners that in IR you are either a realist or 
an idealist. But as the evolution of IR theories go, the realism and idealism/
liberalism discourse actually converged to the neo-neo synthesis. Reality is 
less dualistic as we theorize it to be. But for advanced learning and real-world 
problem solving, thinking in dualistic terms (either-or) derails the discourse 
from the crux and what matters. As such, I sincerely hope the fields can embrace 
duality (both-and). The reality we face, regardless of professions, is the same – 
same sky, sun and moon. Interpretations differ as individual perceptions differ. 
As such, none is wiser or in possession of the absolute truth. A collaborative 
approach towards knowledge creation is better off. Multi-methods (quantitative 
and qualitative methods mixed in different configuration and used in different 
sequence to support a specific research design and question), multi-disciplinary 
approaches, no academia vs practitioner dichotomy, no East vs West divisions 
are a first step forward. I hope in ten years from now, the only difference between 
IR and Intelligence is confidentiality and information access.
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The Future 
of Intelligence
Mark M. Lowenthal

(Cambridge: Polity Press, 2018). 
Pp. viii + 139. ISBN-10: 1509520295, 
ISBN-13: 978-1509520299.

$ 19.73

Mark Lowenthal’s publications have the merit of providing the reader with an 
informed view on intelligence based on his over 25-year career working with 
the United States Intelligence Community. His most known book, Intelligence: 
From Secrets to Policy, is a seminal guide for both students and practitioners as 
it contains a concise yet comprehensive presentation of the intelligence field. The 
Future of Intelligence, his 2018 recently published book, seems to be a sequel 
to Intelligence: From Secrets to Policy, by voicing the drivers of change that are 
shaping and transforming the Intelligence Community (IC) of tomorrow. While 
the book is not a forecasting product, as the title might suggest, its core goals 
are to make a contribution to “how and where intelligence could be headed in 
the years ahead” (Preface, viii).
The first chapter on “What this Book is About” helps the reader better understand 
the purpose of this book and the goals of the author by explaining what addressing 
the Future is about. It is neither about prognosticating not foretelling the truth 
of intelligence, but rather about identifying factors and issues that are likely to 
“pose challenges for the future of intelligence” (p. 4). Lowenthal puts together 
an inventory of factors, rather than geopolitical threats, which will impact on the 
intelligence tradecraft from collection to the complex relationship between the 
IC and policy makers. Whether these changes will have a positive or negative 
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effect depends on both their use and the broader context. 
Gathered in three big categories – vectors in technology inner to the collection 
process, analysis and governance -, the author provides a comprehensive picture 
of the variables that the IC will have to address in walking towards the Future. 
The development of technology and digital capabilities to access information 
has considerably reduced the advantage provided by the IC’s collection secret 
methods. Thus, as most of the information resides nowadays in the open 
space, which is equally available to other actors outside the Government, from 
common individuals to crime organizations, “the value added” that intelligence 
officers seek to provide for policy makers must come from somewhere else, 
perhaps analysis” (p. 19).  Moreover, in this new era of Big Data and open-
source intelligence, more questions will challenge the collection process, such 
as “data ownership” or “reliability” of information.  
In this new context, analysis will continue to be the “central element in the 
policy-intelligence relationship” (p. 51). According to Lowenthal, the added 
value the analyst provides to the collected information consists of “meaning – 
what is this intelligence telling us, or not telling us; and likely outcomes”. This 
operationalization of the analyst job is a concise reminder that the purpose of 
intelligence is not to foresee the future, but to guide the policy maker through 
possible future scenarios. But in the era of open-source information, the 
challenge that the analyst needs to face is provide input from sources the policy-
makers are still unaware of. Other dares such as remaining political neutral or 
capability limitations will survive in the future and will remain a core concern 
of the intelligence analyst. 
In the years to come, policy-makers and the IC alike will continue to seek for 
the best governance of intelligence consisting of elements such as control, 
responsiveness, oversight and public support. The simultaneous need for 
more transparency and secrecy will remain a bargain and a core debate in 
democratic countries. Thus, the question that Lowenthal tries to answer is 
“How do we reconcile these various attributes and actions of intelligence with 
the values and norms of a democratic state?” He reminds us that intelligence 
is a “service which exists only to provide analytic and operational support to 
policy-makers; intelligence has no independent existence” (p. 85). But while 
intelligence is meant to be guided by policy, it must stay away from any form 
of political influence.
The last chapter is a summary of the main ideas comprised in this book on the 
future challenges that intelligence will have to address to continue looking 
ahead: democratization of intelligence, Big Data, cyber space, collection, 
analysis, governance. These vectors that will determine evolution are both 
from within and outside the IC, and while their association lacks a structured 
taxonomy, it is representative of the complexity of the intelligence tradecraft 
at different levels. However, in the middle of all these transformations and 
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challenges, the analyst will remain the last line of action, and “[S]o long as 
intelligence services can continue to attract good people who will dedicate 
themselves to their profession that part of the future of intelligence, at least, 
will still be bright.” (p. 130)
The book brings a valuable contribution to the intelligence literature, raising 
questions that, although most of them are already on the research agenda of 
scholars, require a broader approach adapted to the evolution of the intelligence 
business in the years to come (including new actors, new technologies, new 
threats, etc.). Nevertheless, as Lowenthal warns the readers from the first pages, 
the book addresses “the future of intelligence in democratic states” with a 
focus on the United States perspective, which limits the conversation to a set 
of questions and issues imposed by the Anglosphere’s IC. This is based on the 
assumption that “most – if not all – democracies, largely follow the procedural 
intelligence model of the United States, Britain et al.” (p.4) The author does not 
develop on what he defines as democratic states, the reader assuming that the 
Five Eyes partners and all other countries following the American procedural 
intelligence model are included in this category. The book would greatly 
benefit from a more inclusive look on the becoming and challenges of ICs in 
authoritarian countries (such as Russia and China that are briefly mentioned as 
fitting this category) as the future will also include the interaction with these 
states and their intelligence organizations.  
Moreover, this research is a reflection from the mainstream IC perspective, the 
author limiting the understanding of intelligence to the traditional definition 
of intelligence as a government practice. While the analysis is accurate and 
timely, scholars and practitioners alike must take a step further and extend their 
research and analysis to a more inclusive look at intelligence within the private 
sector or the international organization that continue to develop their own 
capabilities in order to generate in-house intelligence to protect their interests 
and assets domestically and overseas. The future of intelligence is no longer 
the unique attribute of the sovereign state but also a tool used by corporations 
such as Facebook and Microsoft to deal with transnational threats and to protect 
entities from foreign influence.
Mark Lowenthal’s The Future of Intelligence has the merit of pointing out the 
most sensitive issues that the IC needs to start addressing and which will reshape 
the intelligence tradecraft in the years to come. The book is a must read not only 
for practitioners, but also for scholars. For the latter, the book opens multiple 
windows for further research and inquiry on both theoretical and applied topics 
that will determine our future look on intelligence.   
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30% Discount 

The Future of Intelligence
Mark M. Lowenthal 
(President and CEO of the Intelligence & Security Academy, LLC)

Even as a former director of CIA, I rely on Mark Lowenthal’s work 
as the textbook in my intelligence class. So little wonder than I 
eagerly anticipated Mark’s take on whither the American intelligence 
community. I wasn’t disappointed. With appropriate humility, The 
Future of Intelligence deftly outlines the likely course of our still critical 
intelligence enterprise.»
Gen. Michael V. Hayden, USAF (ret.), former Director of NSA 
and of CIA

 

In this compelling book, leading intelligence scholar 
Mark Lowenthal explores the future of intelligence. There are, he argues, 
three broad areas – information technology and intelligence collection; 
analysis; and governance – that indicate the potential for rather dramatic 
change in the world of intelligence. But whether these important vectors 
for change will improve how intelligence works or make it more difficult 
remains to be seen. The only certainty is that intelligence will remain an 
essential feature of statecraft in our increasingly dangerous world. 
Drawing on the author’s forty years’ experience in U.S. intelligence, The 
Future of Intelligence offers a broad and authoritative starting point for 
the ongoing debate about what intelligence could be and how it may 
function in the years ahead.

 
November 2017, 160 pages
Paperback, 978-1-509-52029-9, $19.95 30% discount, $13.96

* Valid until September 30th 2018. Go to pol i t ybooks .com and use promo
    code P3018
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Lever of Power. Military 
Deception in China 
and the West
Ralph D. Sawyer

Amazon Digital Services LLC. Pp. 454. 
ISBN: 1548245003, 
$ 23.68
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THE JOURNAL OF EUROPEAN AND AMERICAN INTELLIGENCE 
STUDIES (JEAIS), Vol. 1, No. 2, December 2018

The Role of Intelligence in the Private Sector
The topic of the December 2018 Volume of the Journal of European and 
American Intelligence Studies (JEAIS) is “The Role of Intelligence in the 
Private Sector.” This issue will address an aspect of traditional intelligence 
that the Intelligence Studies (IS) literature has neglected so far. Building upon 
the definition of Private Sector Intelligence (PSI) coined by Torres-Bacheș 
(JMBI, 2017), 

   the process/practice of collecting, analyzing and disseminating 
actionable strategic and tactical information, obtained through OSINT, 
SOCMINT and HUMINT sources, on possible hostile actors and 
hazardous worldwide events, which may represent a direct physical or 
reputational risk to a company’s operations and assets,

the Editors invite contributors to reflect upon the challenges and opportunities 
of the emerging security intelligence inner to the corporate world.
Although private intelligence companies offering services to the government 
have become notorious and have developed a negative reputation, corporations 
across various industries are opting to establish in-house private intelligence 
units designed to protect their assets. At the same time, intelligence continues 
to be considered mainly a function of government, but many intelligence 
professionals are retiring early from the Intelligence Community (IC) and 
shifting to the private sector to continue with their careers. Within the last 
decade, companies have established intelligence centers as they realize they 
cannot solely rely on the Government and its services to protect their operations, 
reputation and assets.
Working primarily with Open-Source Intelligence (OSINT), analysts in the 
private sector are challenged to find data that may impact their company – 
physical threats or those emerging in the cyber realm. Except for not dealing with 
state secrets, the processes behind collecting and analyzing intelligence are not 
much different than in government. Various companies adhere to the traditional 
notion of the intelligence cycle, i.e. the intelligence unit has requirements and 
guidance, a collection plan, analysis and exploitation of sources and subsequent 
dissemination of information to decision-makers. It is likely that in the coming 
years, additional companies will develop intelligence units to mitigate the 
impact of emerging threats worldwide.
This volume aims at engaging readers and authors in a dialogue about how 
intelligence is evolving in a new terrain, no longer being solely a government 
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function and morphing into a New Intelligence Community. Among the topics 
of interest to be inspected in this issue of the JEAIS are:

Intelligence analysis tools & open-source information;  · 
Identifying and mitigating transnational threats and risks to the · 
Private Sector;
Professional profiles that best fit the jobs;· 
Lessons learned and knowledge transfer from the Intelligence · 
Community (IC);
The future of Private Sector Intelligence (PSI) within the next 10 years;· 
The creation of a private intelligence market;· 
Application and implementation of SATs / alternative analysis in the · 
Private Sector;
Intelligence failures in the Private Sector;· 
The relation of PSI with the IC;· 
Contributions of academia to PSI.· 

The editors look forward to receiving practical, theoretical and empirical papers, 
syntheses, expert opinions and book reviews in relation to the emerging field 
of Intelligence in the Private Sector. Contributors are invited to share their 
expertise on transitioning from government into the corporate world and on how 
government should further liaise with private sector to address transnational 
threats. On this account, perspectives from both scholars and practitioners that 
address applied and theoretical issues are expected to provide significant 
approaches on present and future trends.

Manuscripts, as well as questions and requests for clarifications should be 
submitted to the Managing Editors by email at: baches.torres@gmail.com 
and secretary@rieas.gr.

Final  manuscr ipts  are expected to be submit ted to the ed itors 
by November 1st ,  2018 ,  with an expected publication date of D e c e m b e r 
2 0 t h ,  2 018 .
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