
25

EU General Data Protection 
Regulation: A Relational 
Approach
Davide Barbierii, Giorgia Bigarelliii 
 

Abstract
The widespread occurrence of cyberattacks has put in danger the privacy of 
individuals and the information assets (and therefore the competitive advantage) 
of private and public companies. Consequently, the awareness of the importance 
of an effective cybersecurity strategy has raised. The new European General Data 
Protection Regulation, which will be enforced from the 25th May 2018, compels 
all companies, which process personal data, to protect their information systems 
by means of effective technical and organizational measures. The regulation aims 
at enforcing European citizens’ rights to privacy and can impose heavy sanctions 
to organizations which fail to be compliant. This paper shows how to adopt a 
software engineering methodology based on the relational model in order to unveil 
the obligations of the new regulation and to help organizations to be compliant, 

increasing the security of their personal data processing activities.
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Introduction
The new EU General Data Protection Regulation1 (GDPR) 2016/679 was approved 
on the 27th April 2016 and will be enforced from the 25th May 2018. Sanctions 
for offenders, who do not abide by the new rules, can be severe. Administrative 
fines can be up to € 20,000,000 or, in case of a company, up to 4% of total 
worldwide annual revenues of the preceding year, whichever is higher (Article 
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83). Furthermore, recent violations of personal data by data mining companies 
have gained worldwide attention2. Such data breaches may have a disruptive 
effect on a company’s reputation.
As a consequence, public bodies and private businesses processing personal data 
are struggling to comply with the new GDPR by the due date. In many cases, 
the regulation is seen as a solely formal or bureaucratic endeavor, which must be 
performed to avoid heavy sanctioning. Nonetheless, even if the burden is obvious, 
the new law can provide a unique opportunity for any organization to streamline its 
data flows, secure its strategic information assets and improve its public perception, 
demonstrating higher accountability and trustworthiness. Compliance with the 
new GDPR should be seen as the result of a reliable and effective cybersecurity 
strategy, thanks to which it is possible to avoid both fines and cyberattacks, which 
are a serious threat to an organization’s information systems, in an age where data 
are the real wealth of any private or public subject.
Oftentimes, companies relate cyberattacks to hacker-attacks, underestimating 
dangers from other daily, more common, events: salesmen losing their USB 
keys, fired employees taking away company’s data before leaving in order to 
use them in the new workplace, someone stealing the director’s mobile phone 
with access to strategic data stored in the cloud. Supply chains, customers’ 
portfolios, professional consultants and business strategies are often responsible 
of the market success (or failure) of a company. All this information implies 
the processing of personal data and must be therefore secured by unauthorized 
access, to respect the law and to defend the competitive advantage of a firm.
Still, the new GDPR is inherently complex and may contain some grey areas, 
whose intricacies may challenge even experts with a formal education in law. 
Therefore, before taking action, thorough analysis of the regulation must take 
place. The present study suggests a formal approach, based on relational algebra, 
to unveil the relationships implied by the new GDPR among stakeholders, 
subjects’ rights, data processing activities and organizations, in order to 
improve analysis, design secure information systems and implement effective 
cybersecurity strategies.

Definitions
The new GDPR gives the following definitions (Article 4):

Personal data- : any information which can be related to an identifiable 
natural person. Anonymous data are therefore not subject to the new 
regulation (e.g. aggregated data used for demographic statistical analyses 
and scientific research).

Data subject- : natural person whose personal data are being collected and 
processed.
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